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igital Transformation World, the TM Forum’s 
popular spring event, typically sees the world of 
telecoms IT decamp to a European city for some 
early-season sun and a packed programme of 
speaker sessions. This year, the pandemic has made 

that impossible but TM Forum has instead put in a place a 
three week programme of sessions under the umbrella 
Digital Transformation World Series. The event has been live 
on a device near you since 22 September and will continue 
until 14 October. 
 
Encouragingly, the event is playing host to the usual array of 
c-level CSP executives who are joined by senior executives 
from companies such as AWS, Microsoft and Google, 
demonstrating just how far cloud has come in cementing 
itself into the telecoms IT landscape. Cloud and 
collaboration are now seen by CSPs that want to 
participate in the digital economy as essential 
enablers of a new type of telecoms business that 
has been talked about for a decade or more. 
Those that want to remain a connectivity 
provider can do so but as Telenor CEO, Sigve 
Brekke, pointed out in his Headliners 
presentation: “The biggest mistake we can 
make is to think we will do everything ourself 
as we used to do in the past.” 
 
That’s a big statement for the chief 
executive of a traditional telco but 
Brekke doesn’t see Telenor in this 
way, speaking more about 
projects at fish farms and in local 
health than the network or the 
technology. He’s resolutely 
upbeat about future prospects. 
“We will be able to move out of 
the oldest successes we have 
had in the past and go into 
actual partnerships where we 
are developing growth that 
comes from services, not only 
connectivity.” 

Perhaps CSPs have finally made the 
psychological leap and truly moved 
beyond connectivity. Hopefully, we’ll 
be able to find out more in-person at 
Digital Transformation World Series 
2022. 
 
Enjoy the magazine! 
 
George Malim 
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Collaborators will 
be rewarded
Copenhagen or Nice aren’t host cities for this year’s Digital Transformation World Series 
but the virtual event is running for three weeks and early sessions show communications 
service providers (CSPs) are seeking to thrive through collaboration
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Mavenir has acquired Telestax, a 
communicartions platform as-a-service 
(CPaaS) enablement and application 
provider to enhance its Mavenir Engage, 
omni-channel messaging monetisation and 
customer engagement offerings.   
 
“Communication platforms are becoming a 
key differentiator for service providers,” said 
Pardeep Kohli, the president and CEO of 
Mavenir. “They will unlock enterprise value in 
5G with application programme interface 
(API) enablement for different verticals such 
as IoT, smart cities, automotive and provide 
turnkey applications for logistics, fleet 
management, artificial intelligence and 
machine learning (AI/ML), chatbots, voice 
biometrics verification, immersive commerce 
and entertainment and many other use 
cases.” 
 
According to 451 Research’s Workforce 
Productivity & Collaboration 2021 CPaaS 
Market Monitor, total market revenue 
increased by well over 40% to US$6.5bn in 
2020, and will account for roughly US$21bn 
in 2025, a CAGR of 26%. 
 

Jean Deruelle, the co-founder and CTO of 
Telestax, added: “From our roots as an 
open-source communications disruptor that 
defined the CPaaS enablement market with 
the Restcomm API framework, we are 
incredibly excited to join forces and combine 
our capabilities with Mavenir’s extensive 5G 
and omni-channel messaging portfolio in the 
next step of our journey to keep helping 
carriers globally define the future of business 
communications.” 

Subex has been granted a new patent by 
the US Patent and Trademark Office which it 
says will enable it to move revenue 
maximisation to the edge, thereby setting 
standards for CSPs to proactively identify 
monetisation opportunities. At the same time, 
Subex will be able to move a step closer to 
detecting and preventing risks such as digital 
fraud to prevent damage before it happens. 

As the telecoms industry accelerates its 
journey to 5G and opens new revenue 
streams from the enterprise domain, mobile 
edge computing will become imperative for 
CSPs to make decisions faster, with 
enhanced reliability and agility. This has 
made it mission-critical for CSPs to move 
their revenue maximisation efforts closer to 
their subscribers, to the edge to truly take 
advantage of the potential opportunities 
provided by 5G and prevent any 
associated risks. 
 
“The telecoms industry has been a key 
enabler of digitalisation, which has only 
accelerated as 5G becomes mainstream,” 
said Vinod Kumar, the managing director 
and chief executive of Subex. “5G revolves 
around decentralisation of the network, and 
today, a lot of computing and management 
happens at the edge. It is now imperative for 
operators to move decision-making closer to 
the source. This patent gives us the ability to 
reach that edge, and thereby enhances the 
capabilities and effectiveness of our 
business assurance and fraud management 
product set.”  

Subex claims new patent defines the future 
of revenue maximisation for CSPs

Cerillion has announced the opening 
of a new regional centre of excellence 
in Sofia, Bulgaria. Complementing the 
company’s other major offices in the 
UK and India, the new location in 
central Europe is expected to expand 
quickly and become a major 
contributor to the on-going success of 
the company. 
 
Heading up the new office in Bulgaria 
is Rozalia Pandauzova, who brings 
more than 17 years’ BSS/OSS 
experience working with CSPs 
including Telenor, Cosmote and 
Vivacom. Starting with project and 
development teams, Cerillion Bulgaria 
will play a key role in delivering the 
company’s pre-integrated BSS/OSS 
suite to a worldwide customer base. 
 
“Sofia has a rapidly growing reputation 
as a technology hub in central Europe, 
with an excellent education system 
and a highly-skilled and multi-lingual IT 
workforce,” said Louis Hall, the chief 
executive of Cerillion. “We are 
delighted to open our new office in 
Bulgaria, expanding our delivery 
capabilities and supporting our business 
growth strategy.” 

Cerillion establishes 
new centre of 
excellence in Bulgaria

Netcracker Technology 
announced a strategic partnership 
with Vodafone Oman, the newly 
formed mobile network in the 
Sultanate of Oman. Vodafone is one 
of the CSPs in Oman and has partner 
operations with mobile networks in 41 
countries. 
 
Vodafone Oman will deploy 
Netcracker Digital BSS, a highly 
configurable and flexible solution that 
enables fast time-to-market while 
offering a rich digital customer 
experience, as the foundation of 
Vodafone’s BSS2Cloud initiative. 
“We selected Netcracker’s cloud-
based Digital BSS solution because of 
its industry-proven ability to monetise 
innovative services with superior 
customer experience,” said Stelios 
Savvides, the chief technical officer at 
Vodafone Oman. 

Vodafone Oman selects 
Netcracker Digital BSS 
for mobile launch

C O M P A N Y  N E W S
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Amdocs has expanded its agreement with 
Vodafone Spain to modernise its 
customer relationship management (CRM) 
system, and maximise the benefits and 
return-on-investment from Vodafone’s 
specialised, uniquely tailored customer 
management solution. As part of the deal, 
Amdocs’ open and dynamic portfolio will 
provide a future-proof, modernised, 
underlying application infrastructure 
platform, empowering Vodafone Spain to 
improve the efficiency and performance of 
its CRM platform. 
 
Amdocs will work hand-in-hand with 
Vodafone Spain in managing the 
modernisation of its CRM system, which is 
expected to enable Vodafone Spain to 
reduce its total cost of ownership (TCO), 
improve operational efficiency, automation 
and performance and advance the 
company along its Tech 2025 
modernisation journey. 
 
“CSPs worldwide are embarking on an 
accelerated journey to transform their 
business, prepare for new services and 
monetisation opportunities in the 5G and 

cloud era, and deliver an enhanced 
customer experience,” said Anthony 
Goonetilleke, the group president of media, 
network and technology at Amdocs. “We 
are pleased to continue working alongside 
Vodafone Spain in its modernisation 
journey.” 

MATRIXX Software has renewed its 
partnership with Australian CSP, Telstra to 
provide monetisation across the CSP’s 4G 
and 5G networks. MATRIXX has reportedly 
been an integral part of Telstra’s digital 
transformation for the last seven years and, 
with the CSP now working on its deployment 
of 5G standalone, the vendor has been 
tasked to support the development of new 
revenue streams, new services and new 
business models. 
 
Shailin Sehgal, Telstra’s product enablement 
technology executive, said that the CSP is 
developing its 5G network to deliver the next 
generation of products and services. 
“Delivering on that mission demands 
collaborative, forward-thinking partners and 
MATRIXX has proven to be exactly that, 
delivering mission-critical capabilities for 
Telstra since 2014. We look forward to 
continuing our journey together with them as 
a charging provider for both our current T22 
and our emerging transformation initiatives.” 
 

“As both an early customer and investor in 
our company, we are proud of the track 
record of success we’ve earned at Telstra,” 
said Glo Gordon, the chief executive of 
MATRIXX Software. “Together with their 
team, we have continually innovated to 
deliver to their strategic initiatives for digital 
transformation and improved customer 
experience. Now, with this latest expansion, 
we look forward to helping Telstra move 
beyond the limitations of time and volume-
based pricing and unlock the value of their 
5G investments.” 

A new study from Juniper Research 
has found that the global transaction 
value of digital bill payment and 
presentment will exceed US$2 trillion by 
the end of 2021, from US$1.9 trillion in 
2020. Digital bill payment and 
presentment are accessed and paid 
digitally, primarily through mobile 
banking apps. This steady growth 
represents the increasing maturity of the 
market, which is struggling for new user 
adoption. 
 
The research predicts that, while digital 
bill payment is well established with 
traditional banks, digital-only banks will 
increasingly expand their currently 
limited offerings to mirror these 
capabilities, aiming to broaden their 
revenue streams. As such, digital billing 
services will need to prioritise 
partnerships with these digital-only 
banks, in order to access the best 
sources of future user growth.

Digital bill payment and 
presentment to exceed 
US$2tn in 2021

Tbaytel, the independently owned 
telecoms provider in Canada, has 
selected key components from 
Ribbon’s fixed voice core solutions 
suite to modernise its communications 
network. Ribbon is deploying its Virtual 
C20 Call Controller, G6 Media Gateway, 
Diametre Signaling Controller (DSC), 
Policy and Routing Server (PSX) and 
STIR/SHAKEN (identity assurance) 
solutions. 
 
“We are committed to delivering our 
customers the best telecoms experience 
possible and this network upgrade is 
critical to helping us continually offer our 
residential and business customers the 
latest in voice and security technology,” 
said Kory MacLeod, Tbaytel’s vice 
president and chief technology and 
information officer.“This was a very 
competitive project, but in the end, we 
were extremely pleased with Ribbon’s 
performance during the proof of 
concept and the level of service and 
expertise of their professional services 
organisation.” 

Tbaytel selects Ribbon’s 
virtualised solutions

NEWS IN BRIEF
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Vodafone Spain extends agreement with 
Amdocs to modernise CRM platform

Anthony Goonetilleke, Amdocs

Glo Gordon, MATRIXX Software

Telstra re-signs MATRIXX to 
sharpen 5G charging strategy
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Optiva has appointed Sunil 
Arora as senior sales director of 
the APAC region. Arora is an 
industry veteran who brings a 
wealth of experience to his new 
role. Most recently, he was at 
Nokia Solutions and Networks, 
where he served as a sales leader. 
Previously, he held leadership 
positions with Wipro 
Technologies, EY, Telenor 
Group and Giesecke+ 
Devrient. 
 
“The APAC region is going 
through major digital 
transformation due to the rollout 
of 5G, which will spur economic 
growth,” said Sebastiano 
Tevarotto, Optiva customer 
success champion. “Sunil’s 
experience in the region and 
Optiva’s cloud-native BSS 
solutions will afford operators the 
ability to accelerate their digital 
business success with access to 
agile innovation, faster business 
velocity and the enhanced ability 
to deliver customer-centric 
services.” 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Cambridge Broadband 
Networks Group (CBNG) has 
announced the appointment of its 
new vice president Charles 
Loverso, who will lead the 
company’s sales and business 
development in North America. 
With spectrum availability, 5G roll 
outs and a political push for 
enhanced infrastructure 
dominating the industry, Loverso 
will drive forward CBNG’s offering 
to help meet the challenges 
caused by modern connectivity 
demands.  
 

“This is an exciting, but critical, 
time in North America in terms of 
5G networks and the fixed 
wireless access market,” said 
Loverso. “There is not an infinite 
amount of spectrum available, so 
CSPs must maximise the 
solutions, such as those provided 
by CBNG, that allow them to take 
advantage of the under-utilised 
frequency spectrum bands. I am 
looking forward to leading 
CBNG’s activities in this region 
and building on the great work 
that the company is doing.” 
 
With more than 30 years of 
technical and sales experience, 
Loverso has launched new 
markets and built new business 
lines for communications 
equipment businesses, such as 
Redline Communications and 
DragonWave. He previously co-
founded NSA Communications, 
an integrated data and voice 
communication solutions 
company, and was responsible for 
building the organisation from the 
ground up. 
 
CBNG chief executive officer Nigel 
Hall added, “We are thrilled to 
welcome Charles to CBNG and 
the wealth of expertise in the 
broadband wireless industry that 
he brings. CBNG has key 
strategic relationships with 
operators and service providers 
within the US market and Charles 
is the right person to continue to 
develop and expand these 
relationships moving forward.” 
 
Noname Security, of an 
application programme 
infrastructure (API) security 
platform, announced the 
appointment of Dirk Marichal as 
vice president for EMEA. Marichal 
will be responsible for further 
expanding Noname’s presence 
across EMEA, through building 
robust relationships with additional 
channel partners, system 
integrators and customers. 
Marichal’s appointment is effective 
immediately and he will be based 
in Antwerp, Belgium.  
 
Marichal has more than 20 years 
of experience across a variety of 
software and hardware 
technology sectors including 
networking, security, data centre 

and hyperconverged 
infrastructure. He previously 
served as vice president of sales 
at Cohesity for the EMEA region, 
where he had complete oversight 
for the company’s business 
development and sales operations 
throughout the region. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Prior to his role at Cohesity, he 
held similar roles at Avi 
Networks, Nutanix and 
Infoblox, where he led the 
startup company to revenues 
exceeding US$200m, which 
subsequently led to a successful 
IPO in 2012. 
 
Commenting on the appointment, 
Oz Golan, the CEO and co-
founder of Noname Security said: 
“Dirk has proven experience in 
launching new technologies in 
Europe and taking startup 
companies to an IPO phase. His 
track record speaks for itself. In 
his new role, he will help to build 
an experienced team to underpin 
our number one position in the 
API security market. I’m delighted 
to welcome him to the company 
and look forward to working with 
him going forward.”  
 
SEON has responded to a year 
that has seen digital crime 
skyrocket by hiring Otto Toth, 
the former CTO of digital news 
outlet The Huffington Post and 
senior vice president and chief 
mobile innovation officer at AOL, 
as its vice president of engineering. 
The strategic appointment means 
SEON has now passed the 100 
employee milestone in a period of 
rapid growth for the company 
since it secured US$12m Series A 

investment earlier this year and 
opened new regional offices in 
Austin, USA and Jakarta, 
Indonesia. 
 
Over a 25-year career in tech, 
Toth developed the iPhone and 
iPad app for the New York 
Times, built the prototype of 
AOL’s Content HUB and served 
as a board member of Verizon 
Media’s Patch.com and 
StudioNow programmes. He 
served as chief technology officer 
of The Huffington Post during a 
major international expansion, 
building a scalable content 
management system and a data 
migration for the huge amount of 
content on the site. 
 
At SEON, Toth will be in charge of 
all people-related aspects in the 
company’s engineering team. In 
addition, he will be in charge of 
compliance, security and 
coordinating with external partners 
to improve SEON’s infrastructure, 
ensuring its solutions scale to 
more customers.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
“I wanted to utilise my expertise at 
a young, fast-growing company 
with an excellent product and 
vision for the future, providing 
opportunities for the talented 
Hungarian engineers working on 
world-class projects with the 
latest technologies without the 
need to leave the country,” said 
Toth. “I am a builder who loves to 
contribute to all aspects of the 
product and the growth of SEON. 
I believe that my experience is a 
great asset that will help to 
achieve our goals and take the 
company to the next level.” 
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T A L K I N G  H E A D S

Hamdy Farid is the vice president of Nokia’s Business Applications unit and focuses 
on how communications service providers (CSPs) and enterprises can unlock the 
value of their network investments through secure, intelligent automation. Born in 
Egypt, he graduated in computer engineering from Alexandria University, and also 
holds a Business Degree from Ottawa University. Today he lives in Ottawa, Canada

George Malim: Everyone talks about the promise 
of 5G but it’s heavily reliant on CSPs 
transforming not only the network but their 
systems so they can engage in new business 
models. How does Nokia see CSPs transforming 
to maximise their 5G opportunities? 
 
Hamdy Farid: If you look at recent work Bell Labs 
Consulting has done to analyse the potential additional 
value created by 5G, it’s close to US$2 trillion – and 
CSPs have a great chance of capturing this opportunity 
to increase their revenues four-fold. However, to achieve 
that, CSPs need to start being innovation enablers and 
stop being technology integrators. That’s what will make 
a big difference and we are already seeing companies 
like Rakuten and Dish doing this. 
 
Let’s not pretend any of this is easy, these are big 
transformations and historically digital transformation 
projects had a 30% chance of success. With 5G, the 
transformation should be driven by business objectives 
rather than technology. Having those business objectives 
as the primary goal and using technologies such as 
public cloud, platform-as-a-service and SaaS will ensure 
the success of digital transformation initiatives. 
 
This is not about transforming what we used to do 
yesterday and doing things in a slightly more efficient 
way. This is about how to change in order to provide the 
new consumer and enterprise services needed by end 
users. 
 
GM: Old operational and billing support systems 
(OSS/BSS) was all about product centric, slow-
moving, long-term projects that were resistant to 
customisation and inflexible. Such systems are 
also jealously guarded by stakeholders within 
the CSP so how can this model be changed to 
meet CSPs’ needs for rapid service introduction, 
agility and multi-directional business models? 

HF: If you look at the value chain from the end user 
perspective and the services we used to buy, these were 
incredibly complex. Simplicity will become the dominant 
factor: simplicity in the systems that are built, simplicity in 
the services offered, and simplicity in the overall value chain. 
 
CSPs that follow the simplicity mantra will be able to 
increase business agility: by using public cloud in their 
infrastructure, by building on platform-as-a-service 
models, by changing their consumption models to SaaS, 
and by providing transparency and control of their 
offering to the consumer or enterprise. 
 
Naturally, this journey cannot be completed in a single 
step. Nokia is working with CSPs to plot the right 
roadmap for their transformation – through modern 
OSS/BSS products that enable an evolution from on-
prem, to use cases running in the public cloud and SaaS. 
 
GM: In the past, each CSP has devoted 
substantial resources to inventing its own 
wheels when it comes to their IT systems. How 
can they move from this to software-as-a-service 
models, for example? 
 
HF: It’s a two part answer: first CSPs need to focus on 
business transformation, and what it takes to be 
successful with 5G and the ecosystems that are being 
built around it. When I look at 5G, it’s not just a faster 
interface, it’s not only about streaming videos more quickly. 
The business model has changed between vendors and 
CSPs, and between CSPs and their end users. If CSPs 
don’t get that and capture the new business model, 
they’ll end up being just connectivity providers. 
 
Secondly, CSPs need to decide which parts of their 
networks, systems or services to evolve towards a SaaS 
model. Selecting a few small building blocks will allow 
CSPs to minimise their risks, achieve a quick return on 
investment, and build knowledge and trust in SaaS. 

CSPs need to start being 
innovation enablers and stop 
being technology integrators

SPONSORED INTERVIEW

▲
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GM: What are the cultural challenges of this? Do the 
arrival of 5G, software-defined and virtualised networks 
provide an opportunity for CSPs to refocus their 
businesses on their core activity of serving customers 
and delivering innovation over the network? 
 
HF: What we’re seeing from well-established CSPs and greenfield 
deployments is that the adoption of new technology, including 
SaaS and public cloud goes hand-in-hand with the transition to 
5G. This is a smart move because it frees up the CSP’s own 
resources for innovation.  
 
It's true that, as management consultant Peter Drucker stated, 
‘culture eats strategy for breakfast’. Nokia advises CSPs to make 
stepwise transformations to enable cultural changes to take place 
in parallel. With Vodafone, for example, we have launched an 
anomaly detection service that is powered by machine learning 
and gives Vodafone the best bang for its buck. It has found 
25-30% efficiency gains in identifying root causes behind 
network anomalies and success such as this encourages 
further projects.  
 
With a CSP in North America, we’ve deployed a device agent 
on its behalf to manage 60 million devices. The discussion 
has now evolved from device management to integrated 
SIMs which Nokia plans to support in a SaaS-first model. 
That demonstrates trust in the technology which further 
success can be built on.  
 
Another great example of this stepwise approach is our 
Extended Detection and Response solution that we are 
planning to deploy in a SaaS model with a CSP in the Middle 
East. Are they going to replace their entire security 
infrastructure with a SaaS system? – not overnight, but in a 
few years the answer will be yes. 
 
It is a step-by-step journey and within a few years as the 
successes mount up, more and more systems will be SaaS-
based 
 
GM: Are you seeing a shift in attitudes within CSPs 
away from the network and how it performs and 
on to customer experience and satisfaction? 
 
HF: Yes, we have seen this shift coming for a few years 
now. I see the floors of people who just operated the 
network being moved on to innovation and becoming 
more customer-centric. The change is from devoting 
huge resources to ensuring the best network 
performance to investing in having the best 
customer experience. Network uptime and 
service performance are becoming a given due 
to significant investments in automation and 
OSS. Instead, CSPs’ focus is shifting to 
indicators such as net promoter score 
(NPS). 
 
I see three key business drivers 
for CSP investments. We help 
CSPs to monetise their 
network capabilities, and to 
operate the network in 

▲

https://nokia.ly/2ZIlTMX
https://nokia.ly/39Mh7zF
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the most efficient way. But ultimately, protecting and enhancing 
their reputation underpins everything that the CSP does. 
 
GM: Network slicing is part of every 5G discussion, is it 
just another standards specification, or there is more 
to it on the journey of CSP transformation? 
 
HF: I think network slicing will play a big role in the business 
transformation of our industry. I see slicing as a Swiss Army Knife 
for every problem a CSP has: they just need to master how they 
use it. Slice design, deployment, operation and monetisation will 
enable CSPs to unlock value and tap new opportunities. 
 
We’re working with Mobily and Ooredoo to extend the reach of 
fixed wireless access (FWA) utilising network slices. That’s a 
classic telecoms example, but we’re also working with Orange 
which is powering Schneider Electric’s factories. The 
spectrum of use cases is very broad: Telenor, for example has 
taken an end-to-end slice and built integrated solutions for fish 
farms, smart harbours, hospitals and the military. 
 

▲

This is not about transforming what 
we used to do yesterday and doing 

things in a slightly more efficient 
way, this is about how to change in 
order to provide the consumer and 
enterprise services needed by the 

end users of tomorrow

https://www.nokia.com/networks/solutions/digital-operations-center/?did=d00000000668&utm_campaign=docenterbigbet2&utm_medium=syndication&utm_content=vanilla-plus-quarterly-edition#case-studies
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Network slicing will enable service providers to 
extend their reach and go after new business – 
something I have seen globally, and here in Canada 
where home security and healthcare are becoming 
complementary services that CSPs are offering. As 
you look at these opportunities, the US$2 trillion figure I 
mentioned earlier become much closer to our reach. 
 
GM: Trust is a big issue – how does Nokia 
breed confidence in CSPs that SaaS 
offerings can meet their needs and are 
sufficiently resilient for the telecoms industry? 
 
HF: If you had asked two years ago, I would have 
said that CSPs are best to have the infrastructure 
because they know and control it. Now, we see 
indicators that they are trusting more and more in the 
hyperscalers. OSS/BSS is a critical part of delivering 
a service, but we are seeing many CSPs deploying 
on public or hybrid cloud models. 
 
This increased confidence is built on technology 
superiority, strong partnerships and creating a clear 
roadmap to SaaS. We have deployed our artificial 
intelligence (AI) use cases at TPG Australia on a 
Microsoft Azure public cloud, adding more use 
cases over time. The incremental nature of SaaS, 
combined with cost alignment to business goals, is a 
great combination to foster such trust. 
 
I do think all the indications are that CSPs are 
trusting hyperscalers even as a service platform. I 
see this happening and I wouldn’t be surprised if this 
becomes the norm. 
 
GM: How does this type of collaboration with 
multiple parties add complexity? Are all the 
players willing to work together to create 
optimal systems? 
 
HF: This arrangement between CSPs, hyperscalers 
and telecoms vendors can only work when there is 
clear tangible value and reward for every party. 
I haven’t seen any resistance to working together, on 
the contrary I have seen strong interest in collaboration.  
 
CSPs want to remove friction in the way that they 

deliver services to end users – and that requires next 
generation OSS/BSS applications built on modern 
infrastructure and advanced platform services. 
Depending on the CSP’s priorities, they may decide 
to manage their own hyperscale environment, or 
delegate it to the telecom vendor as part of a multi-
tenant environment. There are so many options and 
it all depends on where the CSP is on their journey 
towards full business transformation. 
 
GM: Telecoms can no longer be viewed in 
isolation to the rest of the digital landscape 
so how do you see automation and security 
coming alongside network and service 
innovation to create the future service 
delivery environment? 
 
HF: Automation in a secure environment is 
fundamental to CSP transformation. Realising 5G, 
slicing or any other new innovation without adequate 
investment in automation and security is impossible. 
 
The attack surface is expanding at a rapid pace, with 
IoT infections doubling year-on-year and high-profile 
data breaches becoming more frequent. To secure 
the digital landscape CSPs need new approaches 
and tools. The clock speed we are operating at 
continues to accelerate. The way CSPs operate 
today with less than 40% of processes automated 
isn’t sufficient. Regardless of what a CSP does, 
automation is the only thing that will deliver the 
efficiency that enables the business case and the 
agility to meet customer needs. If I could share only 
one piece of advice with CSPs it would be “invest in 
automation today!” 
 
We’re now in an environment in which CSPs, 
vendors, cloud providers, software developers, 
systems integrators and sector specialists are able to 
collaborate to create new services that generate 
revenues for all and provide excellent customer 
experiences (see diagram below). The technology is 
coming together with service innovation to make 
these opportunities real. SaaS will plave a key role in 
business transformation, and CSPs have a strong 
opportunity to take up their share of this expanded 
market place and everyone will benefit. www.nokia.com

I do think all the 
indications are that 
CSPs are trusting 
hyperscalers even 
as a service 
platform. I see this 
happening and I 
wouldn’t be 
surprised if this 
becomes the norm

Ecosystem

Critical Networks

OSS/BSS layer

Non real-time use cases Low Latency use cases

Security
aaS

Data
monetization

Smart City
mgmt

Analytics 
vendors

Data
partners

Gaming 
companies

Connected
vehicles

Consumable 
services

Customer, network & external data
Federated
models

Business 
Applications 
aaS

APIs

APIs

Edge
processing

https://www.nokia.com/about-us/news/releases/2021/05/25/nokia-launches-worlds-first-ai-use-case-library-on-public-cloud-for-telecoms-providers/?did=d00000000668&utm_campaign=docenterbigbet2&utm_medium=syndication&utm_content=vanilla-plus-quarterly-edition


1 2 VANILLAPLUS MAGAZINE Q3 I 2021

C A S E  S T U D Y

Communications service providers (CSPs) are stuck between a rock and a hard place when it comes to 
customer experience. They know a flawless experience is a competitive must-have – but it’s also 
tougher than ever to deliver amid thousands of daily alerts and anomalous network incidents, 
fragmented tools and siloed data. Nokia and Vodafone Europe have been working together on an 
automated as-a-service anomaly detection solution that just might solve the challenge once and for all

When Vodafone migrated from an on-premises 
data platform to Google Cloud Platform, one of 
its main goals was to unite disparate data lakes into 
a single data ocean so that it could use analytics 
more effectively for anomaly detection and rapid 
problem-solving. Nokia brought deep cloud and 
network expertise to co-create a fully scalable, 
cloud-native Anomaly Detection Service aimed at 
ensuring a superior customer experience. 
 
Training algorithms in the real world 
Nokia and Vodafone used real-world network data 
and inputs from planning and optimisation experts 
at both companies to train a set of machine learning 
algorithms. Those algorithms analyse batch data 
from multiple vendors to detect issues including 
radio congestion, interference from neighbouring 
cells, high or variable latency, mobility or handover 
issues, and call setup failures. Anomalies are detected 
rapidly, with fully automated root cause analysis. 
 

The anomaly detection solution resulting from that 
joint effort was designed to handle variations in data 
formats and key performance indicators – 
generating critical inferences for problem-solving – 
and was first piloted in small clusters of Vodafone’s 
Italian network before being rolled out more widely.  
 
Because it was built to be delivered in an as-a-
Service model, the anomaly detection solution has 
allowed Vodafone to achieve its goal of ‘developing 
once and deploying many times’, leading to a 60–
70% reduction in deployment effort.  
 
“This solution makes it easy for Vodafone to deploy 
and scale new applications across its operating 
companies,” says Hamdy Farid, the vice president 
for CNS Business Applications at Nokia, 
“capitalising on global best practices and delivering 
more efficient network planning, optimisation and 
operations across all its holdings.”  
 

Resolve network issues faster for 
a better customer experience

SPONSORED CASE STUDY

▲
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A better experience for 
millions of subscribers 
With the Nokia Anomaly Detection Service, Vodafone 
is able to resolve network issues up to 30% faster 
than it could before – allowing it to get in front of 
issues that could affect the customer experience. The 
solution is ultimately expected to detect and correct 
around 80% of Vodafone’s mobile network issues, 
delivering faster data speeds, better coverage, and 
improved quality and continuity of service. 
 
The Vodafone deployment is currently live in Italy and 
Portugal. Nokia and Vodafone plan to expand it 
across Vodafone’s networks in nine other European 
countries, providing better service for more than 100 
million subscribers. They also aim to broaden its 
current radio access network (RAN) focus to include 
support for the core and transport domains.  
 
Other enhancements are in the works. Successive 
generations of the solution will offer near-real time 
analysis, and while the Vodafone deployment runs on 
an LTE network, Nokia plans to expand the scope to 
include 5G, helping Vodafone and other CSPs handle 
the increasing complexity the more advanced 
network brings. 
 
“As we extend 5G across Europe, it is important to 

match the speed and responsiveness of the new 
technology with a great service,” says Johan 
Wibergh, Vodafone’s chief technology officer. “With 
machine learning, we can ensure a consistently high-
quality performance that is as smart as the 
technology behind it.” 
 
A new, performance-based 
business model 
The Anomaly Detection Service has allowed Nokia to 
explore the kind of business model innovation that 
as-a-service offerings make possible. Instead of 
charging up front, Nokia has a performance-based 
arrangement with Vodafone: the CSP pays based on 
the outcomes it achieves.  
 
“The Anomaly Detection Service is a great example of 
how SaaS will create flexibility for solution vendors 
and CSPs, and open up future opportunities to use 
the cloud to transform network management, drive 
efficiencies and increase automation,” adds Farid. 
 
By the end of 2021, the Nokia Anomaly Detection 
Service will be available to other CSPs in a SaaS 
model. 

 
Click here to read the full case study. 

“As we extend 5G 
across Europe, it is 
important to match 
the speed and 
responsiveness of the 
new technology with 
a great service” 

https://nokia.ly/39Mh7zF
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TM Forum is an association of more than 850 
member companies that generate a combined 
US$2 trillion in revenue and serve five billion 
customers across 180 countries. The virtual 
sessions in this year's event cover the current 
challenges and opportunities for communications 
service providers (CSPs), ranging from 5G, "moving 
from a telco to a techco", autonomous networks, 
open digital architecture, the move to the cloud and 
much more. 
 
The event has attracted more than 130 international 
speakers, including 75 industry CEOs and 
customer experience officers, from the likes of 
Nokia, Oracle, Amazon Web Services, Ericsson, 
Amdocs, BT, Verizon, Microsoft, Telstra, Colt 

Technology Services, Google, Huawei, 
Accenture, Vodafone, Telia and a host of others.  
 
The event showcases in excess of 50 hours of live-
streamed content, and is expected to attract a total 
of more than 10,500 attendees and 400-plus CSPs 
worldwide to discuss digital transformation, 
participate in master classes and attend round-
tables discussing the industry's big issues. There 
are also four invitation-only CxO Summits 
throughout the event, offering a platform for open 
peer-to-peer knowledge-sharing focused on how to 
deliver real change and drive growth across the 
changing customer experience landscape. 
 
Keri Gilder, the chief executive of Colt Technology 
services, says of the event: "The world of CSPs is 
changing and the industry must act now to optimise 
its digital transformation. Despite not being able to 
meet in person, collaboration can happen from 
anywhere and our team are looking forward to 
discussing strategies and key issues with the 

industry, and the methods we can employ to 
tackle them with colleagues and partners across 
the world."  
 
Headline speakers at DTWS include: Philip Jansen, 
CEO of BT; Allison Kirkby, CEO of Telia; Sigve 
Brekke, CEO of Telenor Group; Ronan Dunne, 
executive vice president and group CEO of Verizon 
Consumer; Robert Finnegan, CEO of Three UK and 
Ireland; Keri Gilder, CEO of Colt and Tareq Amin, 
group chief technology officer at Rakuten. 
 
Also joining these are: Srini Gopalan, managing 
director of Deutsche Telekom and Telekom 

Deutschland; Hideyuki Tsukuda, executive vice 
president and CTO of Softbank; Marc Rouanne, 
chief network officer at DISH; Carlo Malana, senior 
vice president and chief information officer at 
Globe Telecom; and Scott Petty, chief digital and 
information officer at Vodafone, among many others. 
 
TM Forum CEO Nik Willetts says of DTWS: "The last 
18 months have been life-changing for so many, 
and as an industry we have learned so much about 
our customers and our ability to transform. We know 
how to adapt to rapidly changing circumstances, 
stay fit to compete in an increasingly competitive 
market, unlock growth and solve challenges at 
speeds we never knew were possible." 
 
"As an industry, we have a renewed purpose to 
ensure we can serve our customers in the best 
possible way,” he adds. “This consists of inspiring 
real change, overcoming industry-wide challenges 
and uncovering ground-breaking opportunities to 
grow and evolve. This year we continue to foster 
collaboration between members of the global telco 
community and want to inspire conversations 

TM Forum's 2021 Digital Transformation World Series (DTWS) virtual event is now taking place, with 
industry events going on until 14 October. Antony Savvas looks at the packed programme on offer and 
finds out what key players are saying around the major themes of the event

CSPs join leading digital 
transformation showcase

▲
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around the next generation of telecoms – from zero-
touch operations and partnering to grow beyond 
connectivity, building the right customer experience 
and creating open architectures." 
 
5G revenue opportunities 
As previously mentioned, a major theme of DTWS is 
the opportunities posed by 5G, and telecoms 
technology vendors at the Series (which began on 
22 September) are demonstrating how they can be 
realised. According to the Ericsson Consumer and 
Market Insight report 'Harnessing the 5G consumer 
potential', a proactive approach to 5G will result in a 
34% higher 5G average revenue per user (ARPU) 
by 2030, as compared to a passive approach.  
 
The enterprise market offers even more revenue 
opportunities, says Ericsson, with the promise that 
5G will revolutionise the digitalisation of many 
different industries, such as automotive, energy, 
public safety, manufacturing and healthcare. And 

even though many 5G consumer and enterprise use 
cases are not completely developed yet, Ericsson 
says there is a growing need to evolve business 
support systems (BSS) to meet 5G demands and 
support and monetise the possible use cases that 
will be launched in different markets.  
 
Israel Mor, strategic product manager at Ericsson, 
says: "The CSPs that start early have a much bigger 
chance to grab a larger slice of the revenue ▲
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opportunity. Service providers will decide which 
role they will play in the 5G ecosystem – network 
developer, service enabler or service creator.” 
 
“Each role demands its own level of investment, 
while promising more revenue opportunities as 
CSPs go up the value chain. And they can even 
play several roles at the same time, depending on 
the use cases and capabilities needed. But there 
is one thing that is common for all, and that is the 
foundation that opens the door of BSS to 5G 
monetisation: the charging layer," he says. 
 
In the new 5G 3GPP service-based architecture, 
Mor says, the charging function becomes the 
consolidation point of all rating and charging 
requests, for both online and offline services.  
For every session, message or call there is a trigger 
to the charging function, even if this is a post-paid 
event that just needs to be summarised in the 
customer invoice. The function is responsible for 
generating all call detail records (CDRs), or in turn 
for triggering the online charging system (OCS) or 
converged charging system (CCS) for real-time 
charging.   
 
"Charging plays a critical role in the integration of 
new 5G standalone (SA) networks with BSS, but 
that's only half the story," Mor says. "In order to 
guarantee standards evolution and to secure quick 
access to new services and parameters, the 
charging function must be flexible enough to allow 
protocol updates and information normalisation, 
preferably through a graphical user interface that 
simplifies the operations, as these tasks are usually 
quite complex."  
 
The ability to easily include a new 5G parameter in 
an existing service-based interface integration, and 
then to pull it up from that network interface all the 
way to the product catalogue will "make or break 
use cases", Mor says.  
 
DNA Finland chose Ericsson Charging to 
implement the charging function in its 5G 
deployment. Ville Virtanen, head of core and IP 
network and charging at DNA Finland, says: "We 
compete in an ever more demanding, advanced 
communications market with plans for 5G. To 
succeed, a gradual transformation of our charging 
operations, with service agility and optimal total cost 
of ownership (TCO), was needed." 
 
Deliver with cloud 
CSPs, like other organisations, are increasingly 
looking to the cloud to deliver efficiencies and 
scalability for the services they want to deliver. 
Cloud providers say they can help power better 
business outcomes for CSPs through co-innovating 
and enabling cloud-based, end-to-end 5G 

networks, that deliver consistent and cost effective 
performance from the core to the edge.  
 
There are usually five distinct value drivers on offer 
when CSPs look to build a cloud-native network in 
partnership with a cloud provider. These are 
reduced capital expenditure, greater business 
agility to scale the network, improved automation, 
the potential to monetise the network faster, and 
access to a wider ecosystem of technology partners 
to sustain the network. 
 
Fabio Cerone, the managing director for the EMEA 
telecoms business unit at Amazon Web Services, 
says: "The complex, traditional method of building a 
5G network requires heavy lifting in planning, 
resources, capital investment and configuration – 
before you can get to the value of developing the 
applications that really matter to the customer. AWS 
enables CSPs to go cloud-native. This approach 
allows them to abstract away many layers of 
infrastructure that would otherwise be required, 
such as networks, servers and operating systems."  
 
Cerone adds: "CSPs can define their requirements 
in code in a cloud-native environment and use AWS' 
development environment to rapidly ideate, build 
and deploy – saving a tremendous amount of 
overhead. CSPs can focus on the specific 
requirements of their particular applications rather 
than being concerned with the environment's set-up 
and maintenance. We can provide the infrastructure 
to jump-start deployment of the network with a 
range of services to configure as needed."  
 
5G network architecture means that different 
network functions can work as loosely coupled, 
independent services that communicate with each 
other through well-defined interfaces and 
application programme interfaces (APIs) – 
importantly, each network function can be updated 
independently.  
 
This architecture shift in 5G enables CSPs to 
achieve more agility and operational efficiency by 
making it easier to roll out updates for network 
functions more frequently, while maintaining the 
testing and security requirements and standards 
through automation.  
 
Standards development 
On the industry standards front, Scott Petty, chief 
digital and IT officer at Vodafone Technology, wants 
to see the level of IT standardisation match that of 
networking, as Vodafone's IT and network teams 
now collaborate to create new services designed to 
drive growth. 
 
Petty is clear why: "We're a strange industry,” he 
says. “Our customers use twice as much of our stuff ▲
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every year, but they pay us less every year, so we 
need to create new products, services and 
capabilities to drive revenue growth." 
 
Vodafone is breaking down the traditional silos 
between its IT and network teams, to help the move 
to virtualisation and cloud-native solutions in its core 
network to realise efficiencies. But Petty also wants 
more interoperability with the IT systems of 
Vodafone's partners to improve things further. He 
says a common framework and architecture are 
necessary to do this, including the adoption of APIs 
and micro services that support interoperability and 
improved scalability, when it comes to rolling out 
services at speed. 
 
Petty would like to see the wider adoption of TM 
Forum's Open Digital Architecture (ODA). "Moving to 
an open architecture with common standards allows 
us to replace those big heavy-lifting lifecycle 
management projects with incremental 
advancements, and to add new capabilities much 
more quickly," he adds. 
 
From telco to techco 
To take advantage of the evolving market 
opportunities in telecom services, global consulting 
firm Accenture says CSPs must now morph into 
‘techcos’ instead. Boris Mauer, managing director for 
communications and media lead in Europe for 
Accenture, says the telco business model of the last 
20-25 years consisted of network silos which 
happened to have products built on top of them. In 
the future, he says, CSPs' focus will be on the 
customer, using "automated, zero-touch, cloud- 
native systems that enable partnerships beyond 
network boundaries."  
 
"Telcos need to accelerate their path to being fully 
digital techcos because it's such a big opportunity, 
using what they are strong at – creating interoperability 
and security for scaled services," says Mauer.  
 
Digital transformation across industry has been talked 
about for a number of years, but after the last 18 
months we've had, it's imperative that CSPs now fully 
adopt it to deliver and support the flexible, reliable 
and ground-breaking services that their business and 
consumer customers are now screaming for. That's 
whether we're talking about highly connected remote 
working or exciting new e-commerce opportunities – 
the DTWS event at least indicates CSPs are moving in 
the right direction. 

Tony Savvas 
journalist

Keri Gilder 
Colt Technology Services

Nik Willetts 
TM Forum
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Registration 
Digital Transformation World Series started on 22 September and goes on until 14 October. You can register for the 
ongoing event here: 
https://dtw.tmforum.org/passes/



1 8 VANILLAPLUS MAGAZINE Q3 I 2021

▲
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Erez Antebi is the president and chief executive officer of Allot, the provider of network intelligence and 
security solutions that empower communications service providers (CSPs) and enterprises to protect their 
customers and users. Allot Secure, the company’s network-based security platform, is widely used to 
position CSPs as security-as-a-service providers and recently introduced modules, IoTSecure and 
HomeSecure, enable service providers to secure enterprise and consumer IoT deployments at the network 
layer, in both fixed and mobile networks. Allot Secure delivers anywhere, any device, any threat protection 
and says customer CSPs generate value-added-service revenue of 10-15% on top of pure connectivity by 
deploying Allot Secure. 
 
With 5G arriving and hyperscale IoT underway, he tells George Malim that CSPs are the natural providers of 
protection from cyber threats and by focusing on security capabilities in the network and in home routers 
they can provide their customers with confidence that their homes and lives are secure 

George Malim: How do you see the 
increasing threats to both consumers and 
small-to-medium-sized businesses (SMBs) 
changing attitudes to cybersecurity and 
how people are protected? 
 
Erez Antebi: In order to protect consumers there 
needs to be a shift in who is responsible. In the past 
in the corporate world, someone has been 
responsible for protecting us in the form of the 
corporate IT department which had the security 
experts necessary to protect corporate users. For 
consumers there has been nobody out there who 
has been charged with protecting them and they 
have been responsible for protecting themselves. 
 
The means to do this has been fragmented and 
relies upon users choosing and buying security 
applications and then ensuring they download and 
update them on all of their devices. This isn’t 
sustainable long term or even in the short term so 
the mismatch between consumer and corporate 

users is very obvious. 95% of consumers just don’t 
do anything to protect themselves. 
 
For cybersecurity to work, responsibility has to be 
taken and, in my opinion, the network operator has 
to be the one to take that responsibility. They 
should be the ones to protect consumers from 
threats on their networks and they should provide 
secure and safe internet access to protect their 
customers from cybercriminals. 
 
I view it in the same way as water. At home, you 
buy from the water utility and expect to drink the 
water directly from the tap. I don’t expect to have to 
filter and purify the water and it should be the same 
thing with the internet, it’s a necessity and a 
commodity so the providers of network access 
should provide it securely. 
 
The good news is this change is happening and 
CSPs are seeing the necessity to take responsibility 
and consumers expect them to. Our role at Allot in 

With responsibility comes revenue 
– why network operators should 
be responsible for protecting 
consumers and SMBs
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Erez Antebi 
Allot

this is to provide the technology to the operators to 
enable them to protect their customers and their 
networks. 
 
GM: Your Allot Secure offering for network 
operators enables them to protect their 
customers but what is the business model? 
 
EA: Consumers are very willing to pay once you tell 
them you provide secure broadband connectivity. 
How much is the question and it varies from country 
to country but in Europe it’s one or two euros a 
month while in North America, where average 
revenue per user is higher, it’s US$3-4 per month. 
Generally speaking consumers are willing to pay 5-
10% of the broadband package charges to get a 
secure offering that encompasses mobile and fixed 
broadband. Around the world that averages out at 
around the cost of a cup of coffee a month and 
consumers are willing to pay that amount. 
 
Don’t forget people are used to paying for security 

already but in forms such as locks, burglar alarms, 
security cameras and neighbourhood guards. As 
people grow to understand more and more how they 
are at risk they want to protect themselves and are 
happy to pay. We see that 60-70% of people are 
both aware of the risk of accessing the internet and 
are willing to pay to protect themselves – there’s a 
very solid business model behind this. 
 
We developed Allot Secure with the view that a 
platform with various points of enforcement was 
needed to so we can police security in various 
locations. There are so many variables in terms of 
users in the form of parents and children and 
devices, some of which are in the home and some of 
which are mobile so we are in the operator’s network 
so we can block dangerous things. In addition we 
have a secure agent in the home router so we can 
identify security breaches and bad actors easily and 
address IoT devices throughout the home.  
 
This means we can prevent one device from infecting 

▲
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the others. We understand what the different 
devices are and what they should be doing so we 
can detect anomalies. By knowing whether it’s a 
parent’s device or child’s we can block extreme 
content and by knowing which device it is, we can, 
for example, block access to a baby camera from 
an international location. It’s important that we are 
able to differentiate between different users and 
different types of devices. 
 
We have designed Allot Secure to offer 
enforcement capabilities with a single unified 
management layer to ensure the same policies in 
place are enforced whether the use is on the road 
or at home. We enable consumers to see what has 
been blocked and make changes if necessary to 
what will be applied. 
 
We provide our technology to network operators 
and they provide the security-as-a-service offering 
to the consumers themselves. When the consumer 
gets a secure internet service from Vodafone, 
Telefonica or Dish the customer doesn’t know Allot 
is behind it and they aren’t supposed to. 
 
GM: Are you seeing the threat surface in 
the home expand with connected IoT 
devices such as white goods? 
 
EA: IoT devices may have some very interesting 
functionality but they generally have very small 
amounts of processing power and memory. These 
limited resources mean it is usually very hard – if not 
impossible – to put a secure app onto these 
devices that will protect them effectively. 
 
We therefore protect these devices in two ways. 
We have a secure agent in the home router that can 
recognise traffic is coming from a specific IoT 
device and look at that traffic and filter out 
abnormalities or threats. We block the suspicious 
traffic in the router, not the device. 
 
The second thing we do, even if the device does 
get infected, is look at its transmissions and block 
those if they look suspicious. We analyse and notify 
if there’s a problem. 
 
The proliferation of IoT devices in homes is going to 
create a huge threat for networks and consumers 
and it increases the need for security. The router is 
under the control of the CSP so it’s very easy to 
manage and keep updates secure and this goes 
hand-in-hand with the concept of the operator 
being the one who protects the consumer. 
 
This capability also enables us to block 
inappropriate content. We can ensure access is 

blocked for children watching extreme violence or 
adult content and we have a full classification of 
sites so parents can set what their children can be 
allowed to access. We are doing it from the 
network so it doesn’t alter if the child leaves the 
home, we can still keep blocks in place and enable 
things like quiet time and no social media after a 
certain time. 
 
GM: People are hyping 5G as a network 
technology of unlimited potential but Allot’s 
focus seems to be on the enhanced 
vulnerability it brings. Why are you more 
concerned about 5G than previous mobile 
generations? 
 
EA: 5G offers much more bandwidth than 4G so 
there’s a much bigger and wider pipe which means 
anyone trying to attack by using the network has a 
broader highway on which to do it. Criminals can 
attack much more broadly because of this but also 
the increased number of connected devices that 
5G enables will pose threats. 5G has significantly 
lower latency and some interesting technical 
features that can help cybercriminals gain access to 
an IoT device and infect and subjugate it and this 
will create massively more harm on 5G networks. 
 
On top of this, previous networks such as 4G had a 
star topology and all traffic came to a central 
location, in the core network, from where it was 
decided what to do. To protect the network you 
could protect the core. However, with 5G the core 
architecture is no longer in a single location and its 
distributed over hundreds of thousands of 
locations, each with access to the network.  
 
This has been done to reduce latency and the logic 
for that is strong but it creates a much wider and 
larger attack surface so 5G is therefore more 
susceptible to cyber attacks than 4G was. CSPs 
should protect consumers and SMBs in 5G as we 
discussed earlier by protecting users and devices 
from cybercriminals but also by protecting the 
network itself which has become much more 
vulnerable. 
 
Securing the network is becoming a CSP 
imperative. Dish in the US has selected us as a 
significant part of its security to protect its network 
from distributed denial of service attacks (DDoS) 
and other attacks and we look at all of the traffic 
and try to figure out if it’s malicious. This is because 
the concept of protecting everything in the device 
itself doesn’t work when the market has scaled to 
billions of devices but it is possible to analyse the 
traffic that flows through the network and protect 
everything that way. ▲
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This is exactly what our 5G NetProtect solution 
has been designed to do. It takes our capability 
to identify and block DDoS attacks and look and 
analyse and understand what is happening in the 
network utilising our deep packet inspection (DPI) 
technology and these together can be used 
within the 5G NetProtect solution to protect 
massive 5G networks. 
 
GM: How does your approach differ from 
other security providers? 
 
EA: An interesting point that sets us apart is 
Allot’s heritage which is to sit inside the core of an 
operator’s network and see all the traffic – to see 
each and every packet and to be able to operate 
on it in real-time if we identify that it’s a security 
risk. This is in contrast to most security 
companies we come across which try to protect 
the networks from the heritage of the enterprise 
IT world.  
 
They’re used to protecting businesses but the 
traffic involved is significantly smaller than this. As 
traffic volumes increase, the ability to look at very 
high volumes of traffic in real-time becomes 
critical and this is where Allot excels. 
 
GM: What is your future vision for Allot? 
 
EA: The CSPs are going to deliver more and 
more data all the time. The growth of the internet, 
IoT and 5G – and 6G and beyond at some point – 
is going to see us, as society, consume more and 
more in faster ways that we can’t even imagine 
yet. The security impact of this will be substantial 
and Allot’s core capabilities of working hand-in-
hand with operators to protect their customers 
will be essential. 
 
CSPs are going to be the ones providing us with 
access to the internet for years to come – they 
are going to be our gateway into the internet – 
and our dream is to be the technology provider 
that enables the operator to provide more and 
more value by understanding what’s happening 
on the internet.  
 

One aspect of this is to provide security, the next 
is to protect the privacy of individuals and then 
expand to do more in the area of SMBs that have 
different needs to consumers but still don’t have 
their own IT departments. 
 
There is more and more value that we can bring 
to help CSPs understand what is happening on 
their networks and what is happening to the 
detriment of the customer. We can stop that and 
help augment the experience of the consumer. 
What I don’t mean by that is that we’ll mine data 
to sell to advertisers but, by focusing on securing 
internet access, we can provide a much better 
experience. Our aim is to be the technology 
provider of choice to CSPs and to protect their 
consumer and SMB customers. 
 
www.allot.com 
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Private networking is a hot topic. It meets the market need for secure, mission-critical IoT 
communications and complements another, more recent development: edge computing. In a 
nutshell, edge computing generates massive amounts of actionable, real-time intelligence, much of 
which may be confidential. Private networking ringfences this precious resource: communications 
are secure because the information stays on site, write Robin Duke-Woolley, the chief executive of 
Beecham Research, and Bob Emmerson, an analyst at Beecham Research 

How to address IIoT’s diverse 
needs for private networking

The market for private networks 
is diverse; it covers the business 
landscape: manufacturing being 
the leading vertical in terms of 
the number of potential sites, 
followed by warehousing, 
logistics, healthcare, energy, 
transportation, mining and the 
public sector. And the potential is 
huge. More than 70% of 
enterprises are investing in 
industrial IoT (IIoT) in order to 
gain a competitive edge.  
 
Private networks use that edge 
and globally deployments could 
reach 14 million networks, but 
right now the number of 
deployments is low: thousands 
versus millions. This is to be 
expected. Opening up scarce 
vertical spectrum has taken a 
while to become available. Also, 
communications service 
providers (CSPs) are only now 
picking up the pace. In addition, 
the way private networking is 
covered in the media and the 

internet can be confusing. 
Different players have different 
agendas and the environment 
involves a somewhat complex 
mix of communications and 
computing technologies.  
 
Figures 1a, b and c illustrate that 
point. They show three of the 
most popular deployment 
options. They range from a fully 
private, on-premises network to 
private wireless-as-a-service and 
the core slicing model that is 
provided by mobile network 
operators. In all cases, small 
cells are deployed locally to 
ensure optimum coverage and 
dedicated capacity. Each 
architecture has its strengths and 
weaknesses.  
 
Figure 1a is an autonomous private 
wireless solution in which all the 
network functions – core, management 
elements, applications – are 
deployed locally on site and 
managed by the enterprise. 

Figure 1a

▲

SPONSORED REPORT



Figure 1b is the core slicing model, which is a third-party 
hosted solution. The minimum set of core elements and 
applications are deployed on the premises to ensure 
reliability and preserve the confidentiality of the information. 
The remainder run in the service provider cloud. This 
solution will typically employ a slice of a mobile network 
operator’s licensed spectrum.  
 
Figure 1c is the private wireless as-a-service-model. All 
or most parts of the core and all applications are 
deployed on a local edge cloud server. The 
management elements are hosted in a third-party 
cloud. This hybrid, cloud-powered architecture can be 
seen as a best-of-both-worlds concept, but the 
autonomous and core slicing concepts are equally 
valid. Usage depends on individual business 
requirements and in-house IT resources. 
 
It is clear that in order to realise the full potential of 
private networking, confusion in the marketplace should 
be replaced by clarity about business models and 
network architecture options as well as another hot 
topic: deploy using 4.9G/LTE now or wait until tangible, 
mission-critical 5G services need it and an industrial 5G 
ecosystem becomes available. 
 
4G/LTE was a ground-breaking development; it was the 
first all-IP cellular network, launched in Sweden and 
Norway, followed by the UK in October 2012. Since then 
the technology has progressively evolved and 
advanced and it is now marketed as 4.9G in order to 
indicate that the performance and industrial capabilities 
have significantly evolved before 3GPP started to look 
at 5G. Nokia coined the term in 2017. 
 
It is worth noting that 5G comprises several different 
technologies, new spectrum, and an advanced 
infrastructure. This indicates that 5G should be seen as 
a series of developments, yet to be completed, not as a 
single event.  
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4.9G/LTE already represents a significant milestone 
versus legacy wireless technologies used in industrial 
environments today and can power the majority of 
industrial use cases and will do so for time to come. 
Coming from the same family of technology and to 
provide business continuity, 4.9G/LTE will continue to be 
used as a reliable coverage underlay for 5G in many 
cases. It will be used to support critical voice services, 
low power sensors and others while 5G gets added as 
and when needed. Importantly, 5G assets will be able to 
roam transparently between both technologies. 
 
Nokia’s private networking offer 
A confused market doesn’t buy, it waits. Nokia’s broad 
approach to private networking removes confusion by 
supporting and enabling virtually everything that is 
relevant and viable, as illustrated in the three deployment 
architectures outlined earlier. The company is committed 
to facilitating the deployment of robust, cost-effective 
private network solutions across the IIoT board and 
around the world.  
 
Nokia is a leading supplier of 5G hardware and software 
and has deployed the world’s first 5G standalone (SA) 
private wireless solutions, but the ongoing importance of 
4.9G is recognised. This wireless technology has the right 
attributes for private networking plus the requisite 
performance parameters, such as a peak rate of 1 Gbps 
and stable low latency in the 10-20 ms range. These are 
state-of-the-art figures that can support around 85% of 
IIoT use cases and 4.9G is a field-proven technology 
having a mature ecosystem and can be seamlessly 
migrated to 5G. 
 
In addition, 4.9G supports full mobility with hand-over at 
speeds up to 350kmh, which provides stable connectivity 
of autonomous vehicle operation, such as drones, cranes, 
trucks and automated guided vehicles. Implemented in a 
private network, wireless services provide the pervasive 
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connectivity needed to support critical applications within 
industrial sites and campuses. Regional, nationwide or global 
coverage for utilities and public segments can be provided 
via larger scale private wireless networks or by combining 
the private network with shared public network spectrum 
slices. 
 
Deployment options  
There are several deployment options. For example, the 
network architectures outlined earlier. Other factors include 
the size and infrastructure of the site or sites; the industry, its 
characteristics and special requirements; the resources of 
the deployment partner and its ecosystem. The latter should 
align with and complement those of the company.  
 
CSPs bring a number of key assets to the table and have 
decades of experience running wireless mobile networks. 
They may also hold licences for spectrum that is a better 
match for specific applications than regular unlicensed or 

lightly licensed spectrum. Deployment may involve working 
directly with a vendor such as Nokia or via an ecosystem 
partner such as a systems integrator that may have specialist 
IIoT sector knowledge and experience.  
 
Nokia has recognised that enterprise needs vary and there 
are two versions of its private network, industrial-grade 
solution. The Digital Automation Cloud provides an 
integrated plug-and-play private wireless as-a-service 
solution and a digital automation platform with ready-to-run 
applications. The Modular Private Wireless solution has all 
the elements needed to create a bespoke private wireless 
solution. These solutions can function autonomously or they 
can operate in various hybrid configurations with third-party 
providers such as a CSP or mobile network operator (MNO).  
 
Nokia’s ecosystem  
In order to facilitate the deployment of robust private network 
solutions across the IIoT board Nokia has established a 
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wide-ranging ecosystem based on decades of IP, optical 
and wireless solutions and experience as well as the 
deployment of over 1,500 mission-critical networks for a 
wide range of enterprises, including utilities, mines, 
airports, maritime ports, manufacturers and logistics 
companies. 
 
That experience is reflected in the breadth and depth of 
the company’s partnership agreements. These include 
service providers, system integrators, technology 
companies anddistributors as well as industrial OEMs of 
all industrial segments. In addition, Nokia is a leader and 
member of many standard organisations and openness 
initiatives and is the founder of the Open Ecosystem 
Network, which drives innovation around next-generation 
network and business use cases.  
 
The technology partners represent a range of companies 
who co-develop, co-market and/or co-sell value-added 

applications, modules or solutions in target 
industries. These comprise independent 
software vendors, independent hardware 
vendors and device, cloud, technology 
deployment, maintenance and support 
partners. 
 
Distributors sell and deliver a portfolio of 
services to their indirect reseller base on 
Nokia products, applications, and services. 
These are an extension of Nokia sales and 
support organisations that provide pre-
sales expertise and post-sales deployment 
and support services. 
 
Spectrum options 
Until recently, private wireless spectrum 
was reserved for mobile operators who hold 
the major share of spectrum licences. But in 
response to demand from industry and as a 
way to stimulate their country’s industrial 
competitiveness, many governments 
around the world are releasing spectrum 
specially designated for private networks. 
Mobile operators are also realising the 
private wireless opportunity and are leasing 
spectrum for industrial campus use. 
 
Private wireless spectrum for industrial use 
is now available in many countries, and this 
is expected to grow. Various governments 
around the world are releasing spectrum 
specially designated for private networks. In 
most countries this vertical spectrum is 
suitable for 4.9G/LTE but in some, for 
example the UK, Germany and Japan, the 
private spectrum is more suitable for 5G. In 
the US, the citizens broadband radio 
service (CBRS) initiative is based on a 
three-tiered, spectrum-sharing framework. 
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Figure 2. Private LTE bands available for 
shared, lightly licensed, unlicensed and 
licensed spectrum for Industry verticals 
(2021). Source: Nokia.

▲
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Incumbents include naval radar systems and 
fixed satellite service users. They are protected 
from interference by other users in the band. 
The other two tiers are an unlicensed portion of 
the band. Authorised users get prioritised 
access over unlicensed users within their 
geographic licence area. 
 
CBRS can be implemented by enterprises for 
standalone campus networks, or by mobile 
operators to offer private LTE as a service to 
enterprises. Other governments are opening 
similar spectrum bands for the use of industry. 
Complementing the availability of new 
spectrum, flavours of private wireless 
technology have been developed, such as 
MulteFire, that can also operate in unlicensed 
or lightly licensed spectrum. 
 
The MulteFire specifications, which are based 
on 3GPP standards, add capabilities that are 
required for fair coexistence with other 
technologies that employ unlicensed 
spectrum. MulteFire can add capacity to 
existing licensed networks and can also be 
used to build temporary networks, such as for 
events, construction sites, broadcasting and 
public safety operations. Nokia has added a 
MulteFire router series to its Digital Automation 
Cloud solution, thereby enabling the first MFA 
(MulteFire Alliance) certified 4.9G/LTE private 
wireless networking solution.  
 
Limitations of Wi-Fi networks  
One of the advantages of Wi-Fi is that it’s a 
proven and standardised technology and in-
building coverage is normally ubiquitous in 
office areas, the location for which private Wi-Fi 
networks were designed. The latest version, 
Wi-Fi 6, brings improvements to performance, 

but the technology cannot provide the 
reliability, security, predictable performance, 
multi-user capacity and mobility needed for 
IIoT applications that are business- or 
mission-critical. 
 
In mines, port terminals or airports Wi-Fi cannot 
provide cost-effective coverage and in mining 
and port terminals there are remotely operated, 
autonomous vehicles, such as trucks, cranes 
and straddle carriers, which require mobile 
communications and high bandwidth video 
support. Wi-Fi has no support for mobility and 
no way to ensure quality of service (QoS) for 
the video.  
 
In smart manufacturing environments there are 
similar limitations. Wi-Fi signals do not 
propagate well in many industrial environments 
and networks cannot support the mobile 
requirements of automated guided vehicles or 
the latency of the faster moving arms of robots. 
There is no support for the low power 
requirements of sensors and other IoT devices 
and Wi-Fi networks cannot accommodate the 
high density of sensors, devices, robots, 
workers and vehicles that operate in typical 
manufacturing plants.  
 
Security is yet another issue. No public LTE 
network has been compromised and it has 
been rigorously tested for use by public safety 
and defence agencies that use it for mission-
critical emergency communications. 4.9G/LTE 
provides the requisite network reliability for 
operational technology (OT) needs such as 
precision processes, work-place safety and 
others. Wi-Fi, which is classified as a best 
effort networking technology, does not and is 
more suited for IT needs.
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Figure 3. One network for all applications.

Summary  
Nokia’s ability to offer options for private networking is the result of leadership in this innovative market. 
The company has a large, fast-growing base of private network customers, as well as ten years of 
experience with private 4.9G/LTE deployments. Throughout that time Nokia has focused solely on 
enterprise OT mission-critical needs, which are highlighted in Figure 3. For example, tailored coverage 
combined with dedicated capacity to connect industrial assets and the workforce reliably and securely. 
 
In private 4.9G deployments, network reliability can equal the most stringent levels of the old telephone 
system – 5x9s or 99.999% uptime, which translates into mission-critical levels of reliability and 
predictability. End-to-end latency of private 4.9G networks is very stable and in the low 20ms bracket.  
 
Besides security and predictability, reach is also a key concern. For industrial automation applications 
in manufacturing facilities, open pit mines and ports, 4.9G networks can cover very large industrial sites 
and stretch to full country coverage, for example when using low spectrum bands for power utilities field 
area networks.  
 
In addition to supporting high-data-rate, low-latency applications, recent 4.9G standards define new 
low-data-rate low-power-consumption device classes, such as LTE-M and NB-IoT. These were 
specifically designed to address low-data rate IoT sensors. Due to the reduced complexity and data 
rates of these devices, the LTE-M and NB-IoT modems can run for several years on battery power 
alone, making deployment of sensors in campuses, or even inside machines, very straightforward.  
 
Private, 5G-ready 4.9G networks are the next generation of industrial-strength wireless technologies 
and they are available now. They already provide the control, security and agility that industries need to 
get their Industry 4.0 transformation underway, and they will continue to play a key role as 5G is 
introduced to handle the most demanding use cases as they develop. Nokia supports their creation and 
deployment at every stage. 
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“I joined at the beginning of the year and the first thing when you join 
AWS that is really striking is the degree to which the whole company is 
customer obsessed,” he said. “It's at all levels in everything we do, in 
the way we look at problems, in the way we engage from the customer, 
and we walk backwards from the need. That's true across the 
company and certainly in the telco vertical.” 
 
“You combine that customer centricity and then that speed of 
innovation and the fact that we hire a lot of builders inside the company 
and you get a really nice mix,” he added. “The second thing that strikes 
me is the depth of the customer relationships that have been built over 
the years. If you think of AWS, it’s a 15 year old company but in that 
period, we built a really good story of relationships. We're there to help 
telcos accelerate their digital transformation and engage on their behalf 
with the wider ecosystem to help them simplify their IT operations and 
release some capacity and some funds. We help them cloudify their 
networks and take advantage of everything that that we've learned 
about cloud. We're also working with them to help them inject artificial 
intelligence (AI) and machine learning (ML) into their operations in a way 
that they can really improve their customer experience.” 
 
“We have talked about customer experience reimagined whether it has 
improved the performance of the network, whether it's just getting a 
little bit smarter, wiser and faster around what customers really need, 
and then ultimately we also aim to be there to help them grow 
business,” explained Hernandez. “We’d like to build joint go-to-market 
programmes with them where we work with them to generate top line, 
whether they’re bringing together their communications capabilities 
with our cloud capabilities and bringing them to enterprises and 
governments.” 
 
“We've been doing plenty of that for the likes of Verizon, KDDI and 
many other players around the world and there's no one universal 
solution,” he added. “Everybody needs help across the spectrum, 
whether that’s clarifying the network, getting more ideas around 

This year’s Digital Transformation World Series (DTWS) is playing host to a raft of speakers from across the 
telecoms ecosystem. On the following pages we present some of the highlights from the first week’s 
Headliners sessions including participation from AWS, Telenor and Axiata

Mark Newman, the chief analyst at TM Forum, talked to Adolfo Hernandez, vice present 
for global telecoms industry business unit at Amazon Web Services (AWS)

Everybody needs help, it’s all about 
accelerating digital transformation

▲

Adolfo Hernandez 
AWS



customer experience or about improving the go to 
market capability, we are delighted to help them.” 
 
“It has indeed been a really busy year in terms of 
getting more use cases done with CSPs and ISVs. 
Earlier in the year, Dish selected AWS as the 
preferred cloud provider and to build this cloud native 
5G network from the ground up and this is something 
that we're doing on the core.” 
 
“CSPs are looking again for cost reduction, or agility 
for operational efficiencies and innovation and faster 

time-to-market,” Henandez concluded. “We will also 
be working with them and their partners to figure out 
how do we best extend these into the 5G network. 
I think [our] collaboration has been extended 
significantly, whether it's with Nokia on virtual RAN or 
Amdocs which recently launched its Optima solution 
or the partnership with Ericsson and the BSS 
portfolio on AWS. There are also other partnerships in 
place with a number of others – too many to name, 
but this has certainly been a year with a lot of activity 
and a lot of progress.” 

“It all starts with making sure that the connectivity you already have is 
running efficiently so we are starting with looking at the connectivity-as-
a-service concept,” said Brekke. “To do that, we are now digitalising all 
our processes and the operation. My aim is to have the entire operation 
up in the cloud and being run remotely, but also the customer part of 
the operation. Then the growth opportunities will come as we provide 
the connectivity as kind of the pillar or the platform.” 
 
“On top of that, we should be looking at 5G as a different way of 
personalising services, and I'm thinking about opportunities that we will 
have in the private networks and also in other types of connectivity, like, 
for example, software defined wide area networks (SD-WAN),” Brekke 
added. “On top of that, security should also be something that mobile 
operators are delivering. And then you can move even further up to 
analytics. This is where we think the growth opportunities are – in 
everything you can do above the traditional connectivity. However, the 
way we look at this is that if you want to move into those beyond 
connectivity growth areas, you need to team up with partners. I think 
the biggest mistake we can make is to think that we will do everything 
ourself as we used to do in the past. That will not work out but, if we do 
this right, I think that 5G can be an area where the mobile industry is 
capturing a much larger part of the value creation than we were able to 
do in 4G.” 

Nik Willetts, the chief executive of TM 
Forum, caught up with Sigve Brekke, the 
president and chief executive of Telenor

Digitisation isn’t a technological 
journey, it’s a cultural transformation
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“Starting out as a pure play mobile services holding 
company in 2008, Axiata today is a diverse and 
resilient business with a strong foothold in three 
distinct business segments, namely digital telcos, 
digital businesses and infrastructure,” he said. “As a 
result of a journey we embarked on since 2012 and 
anchored by our dynamic businesses, we are headed 
full speed towards our vision to become the next 
generation digital champion by 2024. We’ll achieve 
this by anticipating the evolving needs of our 
stakeholders and are guided by our purpose of 
advancing Asia as we continue to strive towards the 
creation of sustainable digital ecosystems across our 
footprint to benefit consumers, businesses and 
societies, as well as the talents that we nurture.” 
 
“To do that, we embarked on a journey of engaging in 
the digital ecosystem by firstly expanding into digital 

businesses via Axiata Digital and secondly, by 
digitising our core through API-ification, simplification 
and process digitisation,” he explained. “We initially 
set up Axiata Digital as a portfolio play in the digital 
space back in 2013 to identify and acquire 
opportunities within the digital ecosystem that were 
potentially relevant to us as we developed our 
expertise in the space. Our investments were pruned 
to focus on a few key verticals, specifically in digital 
finance.”  
 
“The second area of focus is digitising our core with 
the intent of achieving operational excellence, a 
journey we started in 2017,” he added. “Our efforts 
have led us to use TM Forum's own body of 
knowledge, utilising Frameworx to ensure a 
comprehensive digitisation execution approach 
across all key functions. We also used the Digital 

Dato’ Izzaddin Idris, the managing director and president and group chief executive officer 
of Axiata, addressed DTWS on the topic of realising a vision beyond connectivity

Collaboration is the key word

“We are running several pilots, both in the public and 
private sector,” he said. “We are now with partners 
testing out if we can run a fish farm and whether we 
can run that digitally to include both feeding the fish 
but also taking them from the farm and to the boat. 
Another example is what we do in the health industry 
and in collaboration with local health authorities in 
Norway, but also with partners.”  
 
“As part of our mission, we are continuously 
investigating new and existing technologies to be able 
to meet the need for innovation in healthcare,” Brekke 
explained. “Our work with 5G has very much been 
focusing upon the ability to move medical equipment 
home to the patient while sharing the medical data in 
a clinical workflow. The purpose of doing this is really 
to be able to monitor, monetise, diagnose and treat 
patients at home. The 5G pilot has been very 
important as the clinicians can experience the 
presentation of real-time data together with real-time 
artificial intelligence diagnostics. In addition, the pilot 
has given us great technological insights in 5G, in the 
bottlenecks in user interfaces and more.”  
 

“The work process that we have been executing is 
very much a co-creation process between several 
parties, including Telenor, which has provided a lot 
of insights in the 5G infrastructure with the test 
facilities, but also being open to how we can integrate 
different technological systems to be able to deliver 
very robust services to the healthcare system. I 
believe very strongly that the healthcare system will 
be at a different place after the pandemic.” 
 
“For us and I think for everyone else, this is not a 
technology journey, this is actually a cultural 
transformation and that is a challenge I'm actually 
most concerned with,” Brekke said. “Will we be able to 
move out of the oldest successes we have had in the 
past and go from providing mass market connectivity 
into actual partnerships where we are developing 
growth that comes from services, not only from 
connectivity. That's a major cultural change for us.” 
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digitisation execution 
approach across all 

key functions
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Maturity Model, or DMM, as a base for all assessment frameworks, 
working with external partners for an objective view.” 
 
“Two of our operating companies have been categorised as digital 
leaders, whilst others are following suit in order to further drive 
operational excellence through analytics,” Idris continued. “We again 
benefited from TM Forum’s expertise by adopting the AI maturity 
model. We intend to ensure our evolution remains relevant during these 
dynamic and competitive times. At the heart of it all is our IT 
transformation in which we have redesigned our IT blueprint in 
alignment with TM Forum’s open digital architecture, or ODA, and to 
scale our API-ification across the board. Of course, it is nothing without 
people to help achieve this end. We also took back control of software 
development from our vendors and we did this by setting up our own 
development operations company or dev house.” 
 
“We are fortunate that we're in the footprint of emerging economies so 
that in itself presents opportunities for the traditional mobile business to 
grow,” said Idris. “At the same time, enterprise is one of our major 
focus areas, and we aim to double our revenue from slightly under 10% 
currently to over 20% by 2024. And of course, to achieve this, we will 
continue to raise our capabilities whilst developing strategy partnerships 
and collaborations within and outside the industry to strengthen our 
capacity and better serve the ongoing demand. Now is the time for the 
digital businesses, we are very much focused on digital financial 
services, as well as data analytics and AI. We are optimistic of our 
chances to be one of the five digital bank licences in Malaysia, and we 
plan to also replicate that in Indonesia and Bangladesh.” 
 
“I think collaboration is the key word,” he concluded. “In fact, in my first 
town hall meeting when I took on this role in January of this year, the 
one word that I kept emphasising is collaboration, not just internally, but 
externally as well.” 

These sessions can be listened to in their entirety at Digital Transformation World Series. Visit: https://dtw.tmforum.org/

Dato’ Izzadin Idris 
Axiata
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H O T  L I S T

It’s free to be included in The Contract Hot List, which shows the companies announcing major contract wins and deployments. 
Email your contract details to us now, marked “Hot List” at hotlist@wkm-global.com 

Vendor/Partner   Client, Country Product/Service (Duration & Value) Awarded 

Amdocs                  Vodafone Spain Amdocs expanded its agreement with Vodafone Spain to modernise its customer relationship management (CRM) system. 8,21 
 
BT                           Avanti West Coast Avanti West Coast is investing £45m (¤52.90m) in a deal with BT to upgrade mobile and Wi-Fi infrastructure to 
                               improve connectivity for customers travelling on the UK’s West Coast Main Line. 8,21 
 
Ciena                      Djibouti Telecom Djibouti Telecom is using Ciena’s GeoMesh Extreme solution to upgrade its DARE1 (Djibouti Africa Regional 
                               Express1) network to increase digitization in the East Africa region. 8,21 
 
DataQube Global    KryptoKloud DataQube Global teams up with KryptoKloud to safeguard its edge computing assets against cybercrime. 8,21 
 
Discover Global       Flutterwave Discover Global Network and Flutterwave agree deal help increase acceptance for both local and international 
Network                  e-commerce merchants. 8,21 
 
Esri                          Matanuska Telephone Matanuska Telephone Association has chosen Esri to help manage the 10,000 square miles network and ensure 
                               Association flexible access to GIS technology. 8,21 
 
Extreme Networks   Infovista Infovista entered into an agreement for Extreme Networks to acquire Infovista’s Ipanema SD-WAN business. 8,21 
 
Freshwave              Outernet UK network service provider Freshwave is working on Outernet’s inaugural central London immersive 
                               entertainment and cultural space. 8,21 
 
HCL Technologies   Rogers Communications, Rogers Communications selects HCL to expand support of operational stability excellence in business and  
                               Canada operational support systems and corporate IT systems. 8,21 
 
Infinera                    Sparkle Sparkle chooses Infinera ICE6 800G-capable coherent technology to enhance its new Mediterranean and 
                               European optical backbone, Nibble. 8,21 
 
iSAT Africa              SES Three-year partnership agreement signed between iSAT Africa and SES for new service via SES’s O3b medium 
                               earth orbit (MEO) constellation. 8,21 
 
Keysight                  H3C H3C selects Keysight solutions for peripheral component interface express (PCIe) compliance validation and 5G 
Technologies           small cell performance testing. 8,21 
 
Keysight                  TMYTEK TMYTEK chooses Keysight solutions to verify the performance of antenna-in-package (AiP) designs that are used 
Technologies           in 5G and satellite systems. 8,21 
 
Keysight                  vivo Keysight’s Channel Emulation offerings selected by vivo to perform complex 5G device testing, in order to 
Technologies           support real-world performance validation of smartphones in laboratory environments. 8,21 
 
MATRIXX Software   Telstra, Australia MATRIXX Software renews partnership with Telstra to aid monetisation across 4G and 5G networks. 8,21 
 
Mavenir                   Telekom Romania Mobile Mavenir chosen by Telekom Romania Mobile Communications to deploy a cloud-native IMS (vIMS) platform 
                               Communications together with VoLTE and VoWi-Fi microservices. 8,21 
 
Mavenir                   Telestax Mavenir has acquired Telestax to enhance Mavenir Engage by enabling service providers with new SaaS service models. 8,21 
 
Mavenir                   Triangle Communications Mavenir selected by Triangle Communications to deliver a fully virtualised Open RAN and evolved packet core (EPC) network. 8,21 
 
Mavenir                   Vilicom Vilicom chooses Mavenir to deliver UK’s initial off-shore open RAN-based vRAN private network for windfarm 
                               communications and connectivity. 8,21 
 
NSSLGlobal            Telesat Long-term cooperation agreement to collaborate on the commercial and technical aspects of Telesat’s new 
                               Low Earth Orbit (LEO) constellation. 8,21 
 
Nokia, Ericsson       A1 Telekom Austria Group Nokia and Ericsson chosenas partners in the rollout of the 5G networks in Bulgaria, Croatia, the Republic of 
                               Serbia, and Slovenia. 8,21 
 
Nokia                      Asiacell Nokia and Asiacell come together in a five-year deal to boost network performance with next-gen microwave network in Iraq. 8,21 
 
Nokia                      Indosat Mega Media Indosat Mega Media, a subsidiary of Indosat, uses Nokia WiFi mesh solution to provide improved broadband 
                               experience to its home and enterprise customers. 8,21 
 
Nokia                      TPG Telecom Deployment of a new generation of Nokia’s integrated 5G Interleaved Passive Active Antenna (IPAA) at a TPG 
                               Telecom site in Brisbane. 8,21 
 
Nokia                      Vocus, Australia Vocus has deployed Nokia’s system to set up 200G optical links covering more than 4,100 km between 
                               Brisbane and Darwin. 8,21 
 
Optiva                     Digitel Digitel signs agreement with Optiva for a multi-year support renewal and upgrade of its online charging system. 8,21 
 
Optiva                     Mtel Banja Luka Mtel Banja Luka will deploy Optiva Charging Engine to harness advanced operational capabilities and agile 
                               service creation element of Optiva’s new cloud-native platform. 8,21 
 
RAD                        Israel’s Ministry of RAD selected by Israel’s Ministry of Communications and the Israel Innovation Authority for a pilot project designed 
                               Communications, Israel to promote the use of 5G. 8,21 
                               Innovation Authority 
 
Ribbon                    KGPCo Ribbon Communications expands partnership with KGPCo to enable the communications network services and 
Communications     supply chain provider to re-sell Ribbon’s entire portfolio of cloud and edge and IP optical solutions. 8,21 
 
Ribbon                    Tbaytel Tbaytel selects Ribbon’s virtualised solutions to modernise its voice communications network. 8,21 
Communications 
 
Subex                     Dhiraagu, Maldives Subex wins seven-digit, five-year contract from Dhiraagu, a Maldivian telecom operator, to provide its integrated 
                               Revenue Assurance and Fraud Management (iRAFM) solution. 8,21 
 
Subex                     Robi Subex extends partnership with Robi to upgrade its existing integrated Revenue Assurance and Fraud 
                               Management (iRAFM) system. 8,21 
 
Utimaco’s               STS Payments Utimaco’s MYHSM partners with STS Payments to deliver a secure payment solution, offering an alternative to 
MYHSM                  purchasing and managing hardware security modules (HSMs). 8,21 
 
Verizon                    Parrot, Skyward Verizon, Parrot and Skyward partner to provide 4G LTE connected drone solution.. 8,21 
 
Vodafone                Libre Wireless Technologies Vodafone partners with Libre Wireless to launch Vodafone Pro Broadband with Alexa Built-in. 8,21 
 
Vubiquity                 Gravitas Ventures Vubiquity chosen by Gravitas Ventures to provide distribution services, including processing, quality control, 
                               workflow management, encoding, and authoring. 8,21 
 
Wind River              Intel Wind River is working with Intel to develop a 5G vRAN solution that integrates Intel FlexRAN reference software 
                               for systems fuelled by third-generation Intel Xeon Scalable processors. 8,21 
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C U S T O M E R  J O U R N E Y S

Historically, most journeys were 
exclusively designed with that end in mind, 

but a major shift in how we work, shop, relax 
and socialise has forced marketers to significantly 

rethink their approaches. There are more channels and 
touchpoints than ever before, and digital engagement 
options are almost endless. Customers are looking for 
relevant, connected and secure experiences. Their 
context and needs change rapidly as they click, browse 
and engage. It’s almost impossible to predict what they 
will do minute to minute – much less script out an 
extended series of interactions. Brands are no longer in 
control of the journey at all – the customer is. 
 
It’s time for a refresh 
Connected customer experiences are the minimum 
requirement for building brand-customer relationships 
today. It’s no longer differentiating to deploy analytics 
when engaging a customer. Most brands do this on a 
surface level, every single day. But there is still a way 
brands can separate themselves from their competitors: 

By operationalising analytics and data in real-time, using 
propensity and relevance to adapt the experience right 
along with the customer and bring those journeys to life. 
 
Traditional approaches to journey-building used to use 
rules, reminders and nudges to push the customer 
towards the brand. This was done at fixed times 
throughout the experience, using a narrow set of 
predetermined content and offers. Marketers would 
simply construct a few basic, linear scenarios that didn’t 
allow for much variation or adaptation. Any one person 
moving through that journey would be likely to experience 
the same thing as anyone else moving through the 
same journey.  
 
There’s a problem with that approach: while the customer 
moves through an experience, they rarely do so in a 
straight line. They often back up, leap 
forward, get stuck or change 
directions completely. This causes 
their context to constantly change 
and those rules-based journeys 
quickly become brittle. As an 
individual’s context stagnates, the 
brand’s messages and offers quickly 
become irrelevant. In just a few 
moments, the entire process falls 
victim to poor timing and an overall 
lack of empathy. 

The concept of a customer journey isn’t a new one; it has been around since the 1980s, and customer journeys, 
at their core, aren’t that complicated. The goal is to help a customer move down a specific path towards an 
objective, which is usually a product purchase  

Build better customer journeys 
with real-time decisioning 

▲

SPONSORED 
CONTRIBUTED 
ARTICLE
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The rules-based journey approach is about what the 
brand wants, not about what the customer needs. These 
types of journeys lack any sense of empathy at a time 
when empathy is more important than ever. Brands 
absolutely need to put the customer at the centre of every 
decision throughout the journey – engaging each 
individual on a one-to-one level and treating them like a 
real person with real needs. The customer is generating 
digital signals every second they’re online. But it’s up to 
the brand to activate that information and use it to 
determine the exact right approach for the exact moment. 
 
It’s time to ask new and different questions. Does this 
person need help with a service issue? Is it a suitable time 
to present a sales offer? Do you need to go the extra mile 
to retain them after a negative experience? The key to 
journey-building is finding those answers and setting your 
organisation up to respond immediately – while the 
customer is the most receptive and engaged. 
 
Create modern customer journeys 
– more rapidly 
Customer journeys need to be looked at holistically, with 
the brand aiming to help the customer complete each 
journey as quickly and painlessly as possible – even if the 
outcome does not maximise the brand’s short-term 
revenue. It’s true: Many times the identified journey 
involves the customer buying a product, but unfortunately 
that’s where much of today’s journey software starts and 
stops. Any single interaction is only a small part of a much 
bigger brand experience for the customer; consistently 
adding value should be the goal, even if an eventual sale 
is still out over the horizon.  
 
Trying to force a sale before its time runs the risk of 
interrupting and potentially fatiguing the customer. The 
last thing you want to do is cause an unwanted pit stop or 
inconvenient delay that sets both the customer and the 
brand back. Fortunately, nearly all journeys can be broken 
down into pieces to make them easier to understand and 
optimise. During stages of that journey, brands can 
prioritise and level up content designed to help customers 
make progress against their goals. But it’s important to 
keep in mind that when an individual reaches a step, you 
must never try to force them toward the next one. 
Instead, brands should utilise real-time analytics to look 
out across all possible journeys and content options for 
that customer – with full knowledge of what they’re likely 
to do so you can present the most relevant message.  
 
That’s where modern journey solutions deviate from their 
predecessors. Modern journey solutions can’t simply rely 
on rules or basic analytics – instead they need predictive 
analytics and machine learning to constantly read and 
react to new customer context, re-assess the options for 
that individual, and pivot to prioritise a new journey or 
conversation as needed. Every time you get new data 
about a customer, it can – and often does – completely 
change your understanding of what they need and what 
path they’re on. This kind of real-time adaptation enables 
an elevated experience, eclipsing any level of relevance 
that a rules-based journey could provide. 

What modern customer journeys 
look like in the real world 
Traditional customer journeys that rely solely on sales or 
product-specific offers are a thing of the past. Modern, 
empathetic customer journeys are about so much more, 
including the following: 
 
•  Service: Service journeys utilise nudges to pre-
emptively solve customer problems before they occur or 
escalate. For example, in the case of a banking customer 
traveling abroad, the brand could serve up content about 
exchange fees or restrictions they might incur 
internationally – prior to the trip. The brand may remind 
them to authorise their credit card for international use, 
and may highlight value-add information like ATM 
locations, foreign exchange counters or branch locations 
during the trip. The goal of this kind of journey is not to 
make an immediate sale, but to head off the most likely 
problems before they ever occur – and by doing so, earn 
the right to expand that relationship with the customer. 
 
•  Nurture: Nurture journeys are similar to service 
journeys – designed to keep your brand at the top of 
customers’ minds while gradually increasing customer or 
member engagement. For example, a healthcare brand 
may have multiple nurture journeys in place to educate or 
inform customers – focusing on health, fitness, aging, 
membership programs, or case issues. Those journeys 
would each feature a wide variety of podcasts, articles, 
videos, studies, news and more. The strategy would be to 
expose the customer to each type of content and see 
which journeys and formats catch their interest. Each time 
they engage on a topic, that’s a brand’s window of 
opportunity to identify and adapt to their behaviour. The 
goal is not to sell or convert – it’s to build engagement 
and develop that customer relationship long term using a 
low-pressure approach. 
 
•  Retention: Retention journeys are different. They are 
often very immediate and are used to reduce the attrition 
of high-value customers – maintaining profitability without 
maximising incentives. For example, a telecoms provider 
may analyse customer browsing or network behaviour for 
patterns and determine that a customer is frustrated and 
trending toward cancelling or churn. Instead of waiting 
until that person calls the contact centre – when it may be 
too late, and will definitely be expensive, they reach out 
with a personalised and proactive retention offer – based 
around the customer’s needs like providing extra data, 
adding an additional family member at no charge, or 
offering the latest upgrade at a reduced rate. This avoids 
churn, allows them to save that customer at a significantly 
reduced cost, and has the added benefit of improved 
customer satisfaction and loyalty levels. 
 
•  Resilience: Resilience journeys are the newest 
offshoot of real-time capabilities. They are designed to 
safeguard your customer’s short-term well-being. By 
doing so, companies can solidify high value relationships 
with their customers over the long term. However, they’re 
often tricky because an organisation needs a strong 
understanding of individual customer context and ability 

▲
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to pay. At the same time, they are relatively low 
risk and provide substantial benefits. For example, 
during a time of short-term customer hardship, a 
brand would proactively reach out to a customer 
whose profile and behaviour show a risk of non-
payment or default. The organisation would 
provide them with a personalised offer of reduced 
terms that should allow them to stay in good 
standing if accepted. The practice not only helps 
customers prioritise payments to the brand, but 
also helps build relationship equity with the 
individual and creates substantial positive public 
sentiment. 
 
How to deliver the right journey 
for each customer 
Modern customer journeys are made possible 
with real-time decisioning capabilities, which use 
next-best-action strategies to power customer-
centric decision-making. Next best action (NBA) is 
an approach used to engage individual customers 
at a one-to-one level. Rather than using 
segments, they take into account each 
individual’s unique needs, preferences, and 
context. NBA strategies use propensity-driven 
decision-making to materially increase the 
relevance of communications, increasing 
engagement to create incremental customer 
lifetime value (CLV). One of the largest advantages 
of NBA is that it goes beyond just sales offers to 
consider all the potential conversations you could 
have with a customer. 
 
With NBA you have a large library of actions that 
are always on and available for presentation at all 
times, so it becomes much easier to find a 
relevant action to take for each person as they 
progress along a journey. Instead of making a 
sales offer, the next best action may be to 
recommend a training course, negotiate a 
discount, attempt to collect a debt, or 
congratulate someone for being a five-year 
customer. In fact, many times your best option 
might be to do nothing. If the customer is 
experiencing a problem, any action you take 
could actually worsen the situation. Silence can 
be an undervalued customer treatment. 
 
Where modern customer 
journeys and NBA meet 
At Pega, we help brands utilise a high-empathy 
approach and build sustainable customer 
relationships with a capability called next-best-
action customer journeys. Next-best-action 
journeys allow the brand to identify common 
customer experiences that they wish to optimise, 
break those experiences down into consumable 
stages, and increase the likelihood that a 
customer is presented with relevant and 
compelling content designed to help them solve 
their problem when they enter a stage. Instead of 
simply pushing customers to the next stage with 
rules, this capability relies on propensity modelling 
to determine which journey the customer is on at 
that exact moment. Real-time decisioning then 
helps present the best offer or action that aligns 
with exactly where they are in their journey, 
through whichever channel the customer chooses 
to interact in. 

Those journeys are powered by the Pega Customer 
Decision Hub (CDH). Customer Decision Hub acts 
like a brain that sits in the middle of all your 
marketing and engagement channels, bringing 
everything together and unifying your existing 
stack. It’s a real-time decisioning engine with 
built-in analytics and machine learning that reads 
customer context, figures out what it means, and 
triggers messages to individual customers exactly 
when they need them – constantly learning and 
improving from customer responses. To ensure 
every journey is driven by the customer 
themselves, their journey is orchestrated by their 
needs – not a fixed set of variables. Brands all 
over the world are using Pega Customer Decision 
Hub to enable customer journeys. 
 
Vodafone has been a Pega user since 2007 – 
progressively integrating more of their inbound 
and outbound channels, such as call centres, 
retail stores, web, mobile, interactive voice 
response, and campaign management. 
 
Instead of making decisions within business units or 
channels, Vodafone centralises them at the country 
level within Pega Customer Decision Hub. As 
customers interact on inbound channels or events 
stream in, they use it to determine intent and select 
a next best action. Those actions are delivered 
immediately on inbound channels in less than 200 
milliseconds and queued up for delivery on outbound 
channels. The combination of complete customer 
context, real-time decisioning, and a large conversation 
library increased response rate by 500%. 
 
How to start transforming 
your customer journeys 
Digital engagement options and customer 
expectations are only going to increase in the 
future, meaning companies who aren’t creating 
seamless, unified and personalised experiences 
will end up further and further behind the 
competition. Detecting customer context is going 
to need to be even faster and more accurate than 
ever before. While this level of transformation can 
seem monumental, there are ways companies 
can get the ball rolling in the right direction: 
 
•  Move away from batch messaging and  
   segment-based campaigns – so you can treat  
   every customer as a unique individual. 
•  Evaluate your current tech stack to make sure  
   it’s meeting not just your current business  
   needs, but future ones as well. 
•  Look into future technology investments that  
   can replace or augment what you’ve already  
   implemented. 
•  Start diversifying your actions and offers to  
   include more than just sales. 
•  Implement a cultural shift from leadership down  
   to place the customer at the centre of customer  
   journeys. The brand should take the lead in all  
   engagements. 
 
As customer journeys become even less linear 
and more complex, companies who get it right 
will thrive, building the long-lasting customer 
relationships that are critical to business success. 
It’s time for companies to start their own journey 
toward customer experience excellence.

“With Pega, we can 
forget about the 

channel – it’s 
irrelevant. The idea of 

audience-based 
segments is gone. We 

have genuine, 
relevant, one-to-one 

communications, 
personalised to the 
individual – making 
decisions based on 

what happened half a 
second ago.” 

 
Group Head of Marketing 

Technology & Commercial 
Capabilities, Vodafone

C U S T O M E R  J O U R N E Y S
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Modern journeys 
happen in real time 
The journey shifts as quickly 
as the customer’s context

Centralise all 
marketing decisions 
Instead of making decisions within 
business units or channels, 
Vodafone centralises them at the 
country level within Pega CDH. 
 

Calculate each 
individual’s intent 
As customers interact on inbound 
channels, or events stream in, 
Vodafone uses Pega CDH to 
determine intent, and select a 
next best action. 

Distribute actions 
across channels 
Those actions are delivered 
immediately on inbound channels 
(< 200ms), and queued up for 
delivery on outbound channels. 
 

Huge increase 
in relevance 
The combination of complete 
customer context, real-time 
decisioning, and a large 
conversation library increase 
response by 500%.

Vodafone always-on marketing example

About Pegasystems 
Pega delivers innovative software that crushes business complexity. From maximizing customer 
lifetime value to streamlining service to boosting efficiency, we help the world’s leading brands 
solve problems fast and transform for tomorrow. Pega clients make better decisions and get 
work done with real-time AI and intelligent automation. And, since 1983, we’ve built our scalable 
architecture and low-code platform to stay ahead of rapid change. Our solutions save people 
time, so our clients’ employees and customers can get back to what matters most. 
 
For more information, please visit us at pega.com 
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C A S E  S T U D Y

Electryon, a company with deep expertise in mobile 
roaming, had been working with a large multi-national 
mobile operator for some years, helping it to perform 
roaming testing on 2G to 4G networks. More recently, the 
CSP had come to understand that there was an urgent 
need to perform 5G roaming testing in order to learn 
more about the technical requirements and real-world 
behaviour of 5G roaming – something that had not been 
done before. With test tools from Emblasoft and its 5G 
testing capabilities, the result was a quick-win, with in-
depth validation of different 5G roaming scenarios. 
 
Project background  
The goal of roaming is to keep users seamlessly 
connected to the network, typically when they move from 
one country to another. Like previous generations of 
wireless technologies, 5G roaming will remain vital to CSP 
revenues, and is expected to be key to the success of 
many commercial use cases offered by 5G.  
 
5G is growing fast; roaming 
is a key next step  
The Global Mobile Suppliers Association (GSA) 
forecasts that 5G subscriptions will comprise nearly 30% 
of the global mobile market by the end of 2025, 
accounting for just over three billion subscriptions. It 
means that CSPs need to do the groundwork for enabling 

roaming on 5G standalone networks now, in order to 
realise the revenue opportunities it offers.  
 
A further market update from GSA in August 2021 states 
that 13 CSPs had launched commercial public 5G SA 
networks – plus one possible launch to be confirmed, 
with 45 others planning or deploying 5G SA for public 
networks – a further 23 operators are involved in tests/trials1.  
 
The figure of 58 5G SA networks – deployed or planned 
to be deployed – is an increase of 53% on the previous 
year, meaning that 5G SA roaming will quickly become an 
absolute requirement for 5G CSPs.  
 
5G roaming will not just encompass consumer services. A 
growing number of use cases – for example, connected 
vehicles travelling multinationally, cross-border IoT-enabled 
freight movement, and, eventually, movement between 
private networks and international business sites, among 
others – will come to rely on seamless 5G roaming.  
 
Many early adopters have launched commercial 5G 
services by utilising existing 4G/LTE network 
infrastructure – this is known as 5G non-standalone 
(NSA), which offers greater speeds and capacity using the 
LTE network infrastructure as the control plane. 
 

Emblasoft, a test and verification and service enablement solution provider, was 
approached by Electryon, a consulting and professional services company, to perform 
secure edge protection proxy (SEPP) testing and verification over a 5G core in order to 
take the initial steps on the road to SA roaming for a tier-one multinational communications 
service provider (CSP). But without a 5G core on which to test, how could this be done?

How do you test 5G SA control 
plane signalling for roaming?

SPONSORED CASE STUDY

▲

https://emblasoft.com/solution/5g-sba-service-based-architecture-testing/?utm_source=vanillaplus&utm_medium=digital-magazine&utm_campaign=cy21q4-emblasoft-electryon-5g-roaming-cs
https://emblasoft.com/?utm_source=vanillaplus&utm_medium=digital-magazine&utm_campaign=cy21q4-emblasoft-electryon-5g-roaming-cs
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5G SA - a new roaming architecture 
and procedures  
But, 5G NSA is just a steppingstone towards 5G SA, 
which includes a new core network and enables the 
cloud-native 5G service-based architecture (SBA). 5G 
SBA utilises network functions (NFs), a set of 
interconnected, but independent services each with 
authorisation to access each other’s services, to provide 
a decentralised, distributed architecture and, of course, 
ultra-fast, low-latency edge computing.  
 
Each NF exposes its functionality through a service-based 
interface (SBI), which employs RESTful application 
programme interfaces (APIs) using the web-based 
HTTP/2 protocol. SBI is the term given to this API-based 
communication between NFs, which utilises API calls over 
the SBI to invoke a specific service or service operation.  
5G SA promises new use cases that leverage its ultra-low 
latency, high reliability, and massive IoT capabilities, 

enabling operators to explore innovative services and 
revenue opportunities.  
 
However, it does present a challenge for roaming. The 5G 
NSA core architectural model uses the evolved packet core 
(EPC), which is already utilised in existing LTE deployments. 
Here, Diameter signalling continues to be used for roaming. 
While CSPs will need to prepare for significant bandwidth 
increases, and working closely with IPX providers for 
support, 5G NSA roaming is similar to LTE roaming.  
 
The 5G SA SBA, however, requires the integration of a 
different protocol – HTTP/2 – for the transfer of 5G 
signalling, which in turn requires a new roaming 
paradigm. 5G SBA roaming will be performed through a 
new functional entity, the SEPP – see panel above – 
which manages internetworking (roaming) for control 
plane signalling between CSPs either via a roaming hub 
or directly between the two. 

What is the security edge protection proxy?  
The security edge protection proxy (SEPP) acts as a network separator. It performs filtering and authorisation checks on SBA traffic that 
enters or exits the network, and therefore handles access control for roaming traffic.  
 
According to 3GPP TS 133.501: The 5G system architecture introduces an SEPP as an entity sitting at the perimeter of the public land mobile 
network (PLMN) for protecting control plane messages, which is made necessary by control user plan separation (CUPS).  
The SEPP enforces inter-PLMN security on the N32 interface. 

Figure 1 above, illustrates the basic architecture of a direct P2P interconnection from one MNO to another. An alternative is for 
indirect interconnection via a roaming hub.  
vSEPP – visited security edge protection proxy  
hSEPP – home security edge protection proxy

1 https://gsacom.com

▲

Figure 1: The 5G system roaming architecture
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How do you test 5G roaming 
in practice?  
Regardless of where they or their roaming partners are on 
their 5G journeys, every CSP will expect roaming to continue 
to work as well or better than before. Smooth interworking 
between 5G SA networks will therefore be essential.  
 
This is a challenge that is facing all 5G operators and 
roaming hub providers, as well as future private networks. 
According to Kaleido Intelligence, annual active 
roaming trips are forecast to exceed 650 million in 2021, 
up from 442 million in 2020 (in spite of continued travel 
restrictions due to the Covid pandemic)2 – a figure that 
doesn’t reflect cross-border traffic from 5G-enabled 
IoT devices.  
 
It means that it is vital to overcome the 5G SBA roaming 
challenge, while avoiding the prolonged delays that 
continue to affect the effective implementation of VoLTE 
roaming in current networks.  
 
The problem facing Electryon, Emblasoft and its CSP 
partner, in this case, was how to create a testing solution 
that could simulate the 5G core in order to test a roaming 
SEPP solution. However, SEPP evaluation is a new 
concept and there was no 5G SBA core in place on 
which to test.  
 
With no 5G core network available, Electryon needed 
Emblasoft’s solution to enable simulation of a realistic 
environment, in which they could test and measure 
different parameters, variables and key performance 
indicators (KPIs) of an SEPP hub. So, how could they 
do this? 
 
How the problem was solved 
In simple terms, this required the testing of an SEPP 
roaming hub with a simulated 5G core carrying realistic 
traffic within a controlled environment. Ultimately, the aim 

of the mobile operator is to launch commercial 5G 
roaming services – between all its different networks and, 
in time, with other mobile network operator peers. 
However, there was a problem. A solution for simulating 
the network core was required and this was not available 
from an existing supplier. After performing due diligence 
on the market, the multinational mobile operator chose 
Electryon to provide consultancy to design a test model 
and programme, as well as to execute the desired tests.  
This was achieved with 5G core simulation using 
Emblasoft’s solutions, in order to test and validate 
different parameters, behaviours and KPIs using realistic 
traffic across an SEPP. 
 
The stakeholder team included:  
 
1. Emblasoft  
2. Electryon, offering professional services specialist that  
   works with 5G test vendors  
3. The multinational mobile operator partner  
4. The SEPP solution and its provider  
 
Emblasoft’s solution was chosen for  
multiple reasons:  
 
•  5G core simulation was available (not many test  
   solution providers can perform this)  
•  Emblasoft was considered to have shown flexibility in  
   developing and a willingness to tailor the simulated 5G  
   requirements to the needs of the CSP  
•  Emblasoft was keen to work with all stakeholders to  
   successfully develop and deliver this innovative solution  
•  The ability to simulate a distributed virtual machine  
   (VM)-based architecture (because one SEPP would be  
   located in a test lab in one country within the multi- 
   national footprint, while a second would be located 
   in another)  
•  Importantly, the ability to deliver the software-based  
   solution remotely (due to Covid limitations)  

C A S E  S T U D Y

▲
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  Implementing the test programme  
The solution was implemented remotely, and testing was 
performed between January and May 2021 by the 
Electryon team. This timeframe included planning, 
developing and deploying the solution, and then running 
tests to simulate realistic traffic within different scenarios. 
The test architecture and programme enabled a number 
of key goals to be met:  
 
•  Simulation of all network functions in the 5G core  
   network connected to vSEPP and hSEPP for some test  
   cases, and also with an SEPP (Hub) between the two  
•  Functional test of each operation between the visited  
   and home network functions  
•  Testing with API-Root as well as Telescopic function  
•  A full location update showing mobility from one access  
   and mobility management function (AMF) to another  
   AMF with all network functions involved  
•  Simulation of N8, N12 and N27 interfaces  
•  Full test reports for functionality  
•  Automation of testing  
 
The SEPP roaming hub provider offered a test book with 
different SEPP test cases, which were implemented by 
Electryon over the testing period, including a set of cases 
for verification of the main procedures – starting from the 
handshake dialogue to the forwarding rules, while also 
considering the management of error cases.  
 
The tests were built in reference to the following 3GPP 
standards: 
 
•  TS 29.500 – Description of service based architecture,  
   as primitives and NFs.  
•  TS 29.573 – Description of N32 interfaces between  
   SEPPs.  
•  TS 33.501 – Description of security guidelines for 5G  
   architecture, including SEPPs.  

Figure 2, illustrates the test architecture in detail.

Figure 2: Test architecture
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ASIMULATTED

vSEPP

D NF SYSTEMS UNDER TESTFss

USF

hNRF

UDM

A
SEPPh

(Hub)
SEPP

2 https://roaming.kaleidointelligence.com/650-million-consumer-roaming-trips-36-growth-in-traffic-
predicrted-in-2021-by-kaelido/

In simple terms, this required the testing of an SEPP roaming hub with a 
simulated 5G core carrying realistic traffic within a controlled environment. 
Ultimately, the aim of the mobile operator is to launch commercial 5G roaming 
services – between all its different networks and, in time, with other MNO 
peers. However, there was a problem. A solution for simulating the network 
core was required and this was not available from an existing supplier

▲



•  TS 29.571 – Description of data model adopted for  
   provisioning on SEPPs.  
•  TS 23.501 – Description of NFs and related API  
   primitives, including 5G roaming.  
 
An example of the error case testing was to check 
behaviour if an “unknown” <MNC> (Mobile Network 
Code) and <MCC> (Mobile Country Code) was sent, or 
what happens if both were not present within a certain 
message. Figure 3 illustrates data from a test session. 
 
Multiple protocol tests and roaming procedures were 
tested – which included, for example:  
 
•  Nnrf NF_Discovery Request /_Response  
•  Nausf_UEAuthenticate (from AMF to AUSF)  
•  Nudm_UEContextManagement_Registration  
•  Nudm_SubscriberDataManagement_Registration/  
   Deregistration  
•  Nnrf_NFDiscovery Request / Response. 
 
During the testing period, different entities were emulated 
individually, and then in their entirety, performing 
registration, attach, location update and detach 
procedures.  
 
All tests supported the latest version of the GSMA 
NG.113 standard and covered 3GPP TS 29.573 / TS 
33.501 definitions for security architecture and 
procedures for 5G system. 
 
 

Outcome and benefits 
Ultimately, the project tested and verified the ability to 
perform 5G roaming on full SA networks. Installation, test 
case creation, building scripts, running tests and reporting 
were all completed within the required timeframe. All test 
cases were successfully completed and shown to be 
completely replicable – essential for future automation 
through CI/CD processes. 
 
The Emblasoft solution successfully simulated roaming 
users moving from one 5G network to another over a 
simulated 5G core. It was able to send information to the 
SEPP which, in turn, was able to select what information 
to send to either the home or visited network.  
 
Only functional testing was performed during the test 
period, but load testing could have been performed at 
scale with real traffic volumes. In the future, Electryon and 
Emblasoft will seek to perform functional and load testing 
for different roaming scenarios – P2P, P2H2P, and so on.  
Start your 5G roaming journey by allowing Emblasoft to 
deploy a 5G core simulated system for testing different 
SEPP suppliers and scenarios – in an SEPP-neutral 
environment. Ultimately, Emblasoft’s testing solutions can 
simulate and create a template for CSPs to be able to 
perform testing scenarios in multi-vendor environments 
and with complete interoperability – ensuring smooth 
rollout and assurance of essential 5G roaming services.  
 
Find out more: contact@emblasoft.com | 
www.emblasoft.com 

C A S E  S T U D Y
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Figure 3: Test screen capture

https://emblasoft.com/?utm_source=vanillaplus&utm_medium=digital-magazine&utm_campaign=cy21q4-emblasoft-electryon-5g-roaming-cs




 
 
 
 
 
 
 
 
 
 

TM Forum Digital Transformation 
World Series 

22 September - 14 October, 2021 
Virtual Event 

https://www.vanillaplus.com/event/tm-forums- 
hybrid-digital-transformation-world-series/ 

 
 

Mobile360 Asia Pacific 
1-31 October, 2021 

Virtual Event 
https://www.vanillaplus.com/event/ 

mobile360-asia-pacific/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Digital Twin World 2021 
19-20 October, 2021 

Virtual Event 
https://www.vanillaplus.com/event/ 

digital-twin-world-2021/ 
 
 

MWC Los Angeles 2021 
26-28 October, 2021 

Los Angeles, USA 
https://www.vanillaplus.com/event/ 

mwc-los-angeles-2021/ 
 
 

Digital Transformation Week 
North America Virtual 2021 

9-10 November, 2021 
Virtual Event 

https://www.vanillaplus.com/event/digital-
transformation-week-north-america-virtual-2021/ 

 
 

NGON & DCI World 
15-19 November, 2021 

Virtual Event 
https://www.vanillaplus.com/event/ngon-dci-world/ 

 
 

Future Work Solutions Congress 2021 
2 December, 2021 

Virtual Event 
https://www.vanillaplus.com/event/future-work-

solutions-congress-2021/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Hybrid Cloud Congress 2022 
11 January, 2022 

Virtual Event 
https://www.vanillaplus.com/event/ 

hybrid-cloud-congress-2021/ 
 
 

DevOps as a Service Summit 2022 
1 February, 2022 

Virtual Event 
https://www.vanillaplus.com/event/ 
devops-as-a-service-summit-2021/ 

  

Cloud in Fintech & Banking 
Summit 2022 
22 February, 2022 

Virtual Event 
https://www.vanillaplus.com/event/ 

cloud-in-fintech-banking-summit-2021/ 

E V E N T S
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UPCOMING EVENTS
While we have made every effort to ensure the accuracy of this listing, the current COVID-19 pandemic 
means that many events are changing timing, dates and locations. Therefore please check at the events’ 
websites to ensure details are up-to-date before travelling
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